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EXAMINATION FREQUENCY
GUIDELINES FOR STATE
MEMBER BANKS

The Federal Reserve is required to conduct a
full-scope, on-site examination of every insured
member bank at least once during each 12-
month period, with the exception that certain
small institutions can be examined once during
each 18-month period. The 18-month examina-
tion period can be applied to those banks that—

• have total assets of $250 million or less;
• are well capitalized;
• were found to be well managed at the most

recent Federal Reserve examination;
• were determined to be in outstanding or good

condition at the most recent Federal Reserve
examination, that is, they received a compos-
ite rating of 1 or 2 under the Uniform Finan-
cial Institutions Rating System;

• are not subject to a formal enforcement pro-
ceeding or action; and

• have not had a change in control during the
preceding 12-month period in which a full-
scope, on-site examination would have been
required but for these exceptions.

These exceptions do not limit the authority of
the Federal Reserve to examine any insured
member bank as frequently as deemed neces-
sary. (See SR-97-8.) The examination frequency
is also affected by the alternate-year examina-
tion program. Banks that are excluded from this
program are those institutions that are $10 bil-
lion or greater in size and rated a composite 3 or
worse, and de novo banks until they are rated 1
or 2 for two consecutive examinations after they
have commenced operations. Also, a bank that
undergoes a change in control must be examined
by the Federal Reserve within 12 months of the
change in control. Under the alternate-
examination program, those banks that qualify
are examined in alternate examination cycles by
the Reserve Bank and the state. Thus, a particu-
lar bank would be examined by the Reserve
Bank in one examination cycle, the state in the
next, and so on. Any bank may be removed from
the program and examined at any time by either
agency, and either agency can meet with a
bank’s management or board of directors or
initiate supervisory action whenever deemed
necessary.

EXAMINATION OF INSURED
DEPOSITORY INSTITUTIONS
BEFORE THEY BECOME OR
MERGE INTO STATE MEMBER
BANKS

Pre-membership examinations of state nonmem-
ber banks, national banks, and savings associa-
tions seeking to convert to state membership
status will not be required if the bank or savings
association seeking membership meets the cri-
teria for ‘‘eligible bank,’’ as defined in section
208.2(e) of Regulation H.1 Additionally,
examinations of state nonmember banks, national
banks, and savings associations seeking to merge
into a state member bank will not be required so
long as the state member bank, on an existing
and pro forma basis, meets the criteria for
‘‘eligible bank.’’

For those institutions not subject to a pre-
membership or pre-merger examination, risk
assessments and supervisory strategies should
be completed no later than 30 days after the
conversion or merger. To the extent issues or
concerns arise, targeted or, if warranted, full-
scope examinations of the converted or merged
institution should be conducted as soon as pos-
sible after the conversion or merger. For a state
member bank that was formerly a savings asso-
ciation or that acquired a savings association,
the risk assessment and supervisory strategy
should pay particular attention to activities con-
ducted by a service corporation subsidiary that
may not be permissible activities for a state
member bank.

Pre-membership or pre-merger examinations
should generally be conducted for an insured
depository institution that does not meet the
criteria for eligible bank. Consistent with a
risk-focused approach, these examinations can
be targeted, as appropriate, to the identified
area(s) of weakness. The Reserve Bank may, in
its discretion, waive the examination require-
ment if it is determined that conducting an

1. ‘‘Eligible bank’’ is defined to mean a member bank that
(1) is well capitalized; (2) has a composite CAMELS rating of
1 or 2; (3) has a CRA rating of ‘‘outstanding’’ or ‘‘satisfac-
tory’’; (4) has a compliance rating of 1 or 2; and (5) has no
major unresolved supervisory issues outstanding, as deter-
mined by the Board or appropriate Federal Reserve Bank in its
discretion. A major unresolved supervisory issue could also
arise from significant trust or fiduciary activities that are found
to be conducted in a less than satisfactory manner.
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examination would be (1) inconsistent with a
risk-focused approach and/or (2) unlikely to
provide information that would assist materially
in evaluating the statutory and regulatory factors
that the Federal Reserve is required to consider
in acting on the membership or merger applica-
tion.2 If an examination is waived, the Reserve
Bank should prepare and maintain documenta-
tion supporting its decision.

In all circumstances, each Reserve Bank is
responsible for ensuring that the examination
frequency timeframes established by Federal
Reserve policy and section 111 of FDICIA are
adhered to. When the statutory deadline for an
examination of a depository institution seeking
membership is approaching or has passed, a
Federal Reserve examination of the institution
should be conducted as soon as practicable after
the institution becomes a state member bank.
(See SR-98-28.)

OBJECTIVES OF THE
SUPERVISORY PROCESS

The Federal Reserve is committed to ensuring
that the supervisory process for all institutions
under its purview meets the following objectives:

• Provides flexible and responsive supervision.
The supervisory process is dynamic and for-
ward looking so that it responds to technologi-
cal advances, product innovation, and new
risk-management systems and techniques, as
well as to changes in the condition of an
individual financial institution and to market
developments.

• Fosters consistency, coordination, and commu-
nication among the appropriate supervisors.
Seamless supervision, which reduces regula-
tory burden and duplication, is promoted. The
supervisory process uses examiner resources
effectively by using the institution’s internal
and external risk-assessment and -monitoring

systems, making appropriate use of joint and
alternating examinations, and tailoring super-
visory activities to an institution’s condition,
risk profile, and unique characteristics.

• Promotes the safety and soundness of finan-
cial institutions. The supervisory process
effectively evaluates the safety and soundness
of banking institutions, including the assess-
ment of risk-management systems, financial
condition, and compliance with laws and
regulations.

• Provides a comprehensive assessment of the
institution.The supervisory process integrates
specialty areas (for example, information tech-
nology systems, trust, capital markets, and
consumer compliance) and functional risk
assessments and reviews, in cooperation with
interested supervisors, into a comprehensive
assessment of the institution.

RISK-FOCUSED EXAMINATIONS

Historically, examinations relied significantly
on transaction-testing procedures when assess-
ing a bank’s condition and verifying its adher-
ence to internal policies, procedures, and con-
trols. In a highly dynamic banking market,
however, transaction testing by itself is not
sufficient for ensuring the continued safe and
sound operation of a banking organization.
Evolving financial instruments and markets have
enabled banking organizations to rapidly repo-
sition their portfolio risk exposures. Therefore,
periodic assessments of the condition of a finan-
cial institution based on transaction testing alone
cannot keep pace with the moment-to-moment
changes occurring in financial risk profiles.

To ensure that institutions have in place the
processes necessary to identify, measure, moni-
tor, and control risk exposures, examinations
have increasingly emphasized evaluating the
appropriateness of these processes, evolving
away from a high degree of transaction testing.
Under a risk-focused examination approach, the
degree of transaction testing should be reduced
when internal risk-management processes are
determined to be adequate or when risks are
minimal. However, when risk-management pro-
cesses or internal controls are considered inap-
propriate, such as by an inadequate segregation
of duties or when on-site testing determines
processes to be lacking, additional transaction
testing must be performed. Testing should be

2. Since membership in the Federal Reserve System does
not confer deposit insurance, the membership applications do
not include the requirements of the Community Reinvestment
Act (CRA). Nevertheless, a less than satisfactory CRA rating,
especially if it reflects a chronic record of weak CRA
performance, would presumably reflect poorly upon the abili-
ties of the institution’s management. Consequently, a deter-
mination whether or not to conduct a pre-membership CRA
examination should be based upon a risk-focused assessment
of the issues involved, with an institution’s CRA performance
being only one of the factors considered from a risk-focused
perspective.
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sufficient to fully assess the degree of risk
exposure in a particular function or activity. In
addition, if an examiner believes that a banking
organization’s management is being less than
candid, has provided false or misleading infor-
mation, or has omitted material information,
then substantial on-site transaction testing should
be performed.

Compliance with Laws and
Regulations

Compliance with relevant laws and regulations
should be assessed at every examination. The
steps taken to complete these assessments will
vary depending on the circumstances of the
institution subject to review. When an institu-
tion has a history of satisfactory compliance
with relevant laws and regulations or has an
effective compliance function, only a relatively
limited degree of transaction testing need be
conducted to assess compliance. At institutions
with a less satisfactory compliance record or
that lack a compliance function, more extensive
review will be necessary.

RISK-MANAGEMENT PROCESSES
AND INTERNAL CONTROLS

The Federal Reserve has always placed signifi-
cant supervisory emphasis on the adequacy of
an institution’s management of risk, including
its system of internal controls, when assessing
the condition of an organization. An institu-
tion’s failure to establish a management struc-
ture that adequately identifies, measures, moni-
tors, and controls the risks involved in its
various products and lines of business has long
been considered unsafe and unsound conduct.
Principles of sound management should apply to
the entire spectrum of risks facing a banking
institution, including, but not limited to, credit,
market, liquidity, operational, legal, and reputa-
tional risk. (See SR-97-24 and SR-97-25.)

• Credit risk arises from the potential that a
borrower or counterparty will fail to perform
on an obligation.

• Market risk is the risk to a financial institu-
tion’s condition resulting from adverse move-
ments in market rates or prices, such as

interest rates, foreign-exchange rates, or equity
prices.

• Liquidity risk is the potential that an institu-
tion will be unable to meet its obligations as
they come due because of an inability to
liquidate assets or obtain adequate funding
(referred to as ‘‘funding-liquidity risk’’) or
that it cannot easily unwind or offset specific
exposures without significantly lowering mar-
ket prices because of inadequate market depth
or market disruptions (referred to as ‘‘market-
liquidity risk’’).

• Operational riskarises from the potential that
inadequate information systems, operational
problems, breaches in internal controls, fraud,
or unforeseen catastrophes will result in
unexpected losses.

• Legal riskarises from the potential that unen-
forceable contracts, lawsuits, or adverse judg-
ments can disrupt or otherwise negatively
affect the operations or condition of a banking
organization.

• Reputational riskis the potential that negative
publicity regarding an institution’s business
practices, whether true or not, will cause a
decline in the customer base, costly litigation,
or revenue reductions.

In practice, an institution’s business activities
present various combinations and concentra-
tions of these risks depending on the nature and
scope of the particular activity. The following
discussion provides guidelines for determining
the quality of bank management’s formal or
informal systems for identifying, measuring,
and containing these risks.

Elements of Risk Management

When evaluating the quality of risk management
as part of the evaluation of the overall quality of
management, examiners should consider find-
ings relating to the following elements of a
sound risk-management system:

• active board and senior management oversight
• adequate policies, procedures, and limits
• adequate risk-measurement, -monitoring, and

management information systems
• comprehensive internal controls

Adequate risk-management programs can vary
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considerably in sophistication, depending on the
size and complexity of the banking organization
and the level of risk that it accepts. For smaller
institutions engaged solely in traditional bank-
ing activities and whose senior managers and
directors are actively involved in the details of
day-to-day operations, relatively basic risk-
management systems may by adequate. How-
ever, large, multinational organizations will
require far more elaborate and formal risk-
management systems to address their broader
and typically more complex range of financial
activities, and to provide senior managers and
directors with the information they need to
monitor and direct day-to-day activities. In addi-
tion to the banking organization’s market and
credit risks, risk-management systems should
also encompass the organization’s trust and
fiduciary activities, including investment advi-
sory services, mutual funds, and securities
lending.

Active Board and Senior Management
Oversight

When assessing the quality of the oversight by
boards of directors and senior management,
examiners should consider whether the institu-
tion follows policies and practices such as those
described below:

• The board and senior management have iden-
tified and have a clear understanding and
working knowledge of the types of risks
inherent in the institution’s activities, and they
make appropriate efforts to remain informed
about these risks as financial markets, risk-
management practices, and the institution’s
activities evolve.

• The board has reviewed and approved appro-
priate policies to limit risks inherent in the
institution’s lending, investing, trading, trust,
fiduciary, and other significant activities or
products.

• The board and management are sufficiently
familiar with and are using adequate record-
keeping and reporting systems to measure and
monitor the major sources of risk to the
organization.

• The board periodically reviews and approves
risk-exposure limits to conform with any
changes in the institution’s strategies, reviews
new products, and reacts to changes in market
conditions.

• Management ensures that its lines of business
are managed and staffed by personnel whose
knowledge, experience, and expertise is con-
sistent with the nature and scope of the
banking organization’s activities.

• Management ensures that the depth of staff
resources is sufficient to operate and soundly
manage the institution’s activities, and ensures
that employees have the integrity, ethical val-
ues, and competence that are consistent with a
prudent management philosophy and operat-
ing style.

• Management at all levels provides adequate
supervision of the day-to-day activities of
officers and employees, including manage-
ment supervision of senior officers or heads of
business lines.

• Management is able to respond to risks that
may arise from changes in the competitive
environment or from innovations in markets
in which the organization is active.

• Before embarking on new activities or intro-
ducing new products, management identifies
and reviews all risks associated with the
activities or products and ensures that the
infrastructure and internal controls necessary
to manage the related risks are in place.

Adequate Policies, Procedures, and Limits

Examiners should consider the following when
evaluating the adequacy of a banking organiza-
tion’s policies, procedures, and limits:

• The institution’s policies, procedures, and lim-
its provide for adequate identification, mea-
surement, monitoring, and control of the risks
posed by its lending, investing, trading, trust,
fiduciary, and other significant activities.

• The policies, procedures, and limits are con-
sistent with management’s experience level,
the institution’s stated goals and objectives,
and the overall financial strength of the
organization.

• Policies clearly delineate accountability and
lines of authority across the institution’s
activities.

• Policies provide for the review of new activi-
ties to ensure that the financial institution has
the necessary infrastructures to identify, moni-
tor, and control risks associated with an activ-
ity before it is initiated.
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Adequate Risk Monitoring and
Management Information Systems

When assessing the adequacy of an institution’s
risk measurement and monitoring, as well as its
management reports and information systems,
examiners should consider whether these condi-
tions exist:

• The institution’s risk-monitoring practices and
reports address all of its material risks.

• Key assumptions, data sources, and proce-
dures used in measuring and monitoring risk
are appropriate and adequately documented,
and are tested for reliability on an ongoing
basis.

• Reports and other forms of communication
are consistent with the banking organization’s
activities; are structured to monitor exposures
and compliance with established limits, goals,
or objectives; and, as appropriate, compare
actual versus expected performance.

• Reports to management or to the institution’s
directors are accurate and timely, and contain
sufficient information for decision makers to
identify any adverse trends and to evaluate
adequately the level of risk faced by the
institution.

Adequate Internal Controls

When evaluating the adequacy of a financial
institution’s internal controls and audit proce-
dures, examiners should consider whether these
conditions are met:

• The system of internal controls is appropri-
ate to the type and level of risks posed by
the nature and scope of the organization’s
activities.

• The institution’s organizational structure
establishes clear lines of authority and respon-
sibility for monitoring adherence to policies,
procedures, and limits.

• Reporting lines for the control areas are inde-
pendent from the business lines, and there is
adequate separation of duties throughout the
organization—such as duties relating to trad-
ing, custodial, and back-office activities.

• Official organizational structures reflect actual
operating practices.

• Financial, operational, and regulatory reports
are reliable, accurate, and timely, and, when

applicable, exceptions are noted and promptly
investigated.

• Adequate procedures exist for ensuring
compliance with applicable laws and
regulations.

• Internal audit or other control-review prac-
tices provide for independence and objectivity.

• Internal controls and information systems are
adequately tested and reviewed. The coverage
of, procedures for, and findings and responses
to audits and review tests are adequately
documented. Identified material weaknesses
are given appropriate and timely high-level
attention, and management’s actions to address
material weaknesses are objectively verified
and reviewed.

• The institution’s audit committee or board
of directors reviews the effectiveness of inter-
nal audits and other control-review activities
regularly.

RISK-FOCUSED SUPERVISION OF
COMMUNITY BANKS

Understanding the Bank

The risk-focused supervision process for com-
munity banks involves a continuous assessment
of the bank, which leads to an understanding of
the bank that enables examiners to tailor their
examination to the bank’s risk profile. In addi-
tion to examination reports and correspondence
files, each Reserve Bank maintains various sur-
veillance reports that identify outliers when a
bank is compared to its peer group. Review of
this information helps examiners identify a
bank’s strengths and vulnerabilities, and is the
foundation for determining the examination
activities to be conducted.

Contact with the organization is encouraged
to improve the examiners’ understanding of the
institution and the market in which it operates. A
pre-examination interview or visit should be
conducted as a part of each examination. This
meeting gives examiners the opportunity to
learn about any changes in bank management
and changes to the bank’s policies, strategic
direction, management information systems, and
other activities. During this meeing, particular
emphasis should be placed on learning about the
bank’s new products or new markets it may
have entered. The pre-examination interview or
visit also provides examiners with (1) manage-
ment’s view of local economic conditions,

Examination Strategy and Risk-Focused Examinations 1000.1

Commercial Bank Examination Manual May 2000
Page 5



(2) an understanding of the bank’s regulatory
compliance practices, and (3) its management
information systems and internal and/or external
audit function. In addition, Reserve Banks should
contact the state banking regulator to determine
whether it has any special areas of concern that
examiners should focus on.

Reliance on Internal Risk
Assessments

As previously discussed in the subsection ‘‘Risk-
Management Processes and Internal Controls,’’
the entire spectrum of risks facing an institution
should be considered when assessing a bank’s
risk portfolio. Internal audit, loan-review, and
compliance functions are integral to a bank’s
own assessment of its risk profile. If applicable,
it may be beneficial to discuss with the bank’s
external auditor the results of its most recent
audit for the bank. Such a discussion gives the
examiner the opportunity to review the external
auditor’s frequency, scope, and reliance on
internal audit findings. Examiners should con-
sider the adequacy of these functions in deter-
mining the risk profile of the bank, and be alert
to opportunities to reduce regulatory burden by
testing rather than duplicating the work of inter-
nal and external audit functions. See the subsec-
tion ‘‘Risk-Focused Examinations’’ for a discus-
sion on transaction testing.

Preparation of a Scope Memorandum

An integral product in the risk-focused method-
ology, the scope memorandum identifies the
central objectives of the examination. The memo-
randum also ensures that the examination strat-
egy is communicated to appropriate examina-
tion staff, which is of key importance, as the
scope will likely vary from examination to
examination. Examination procedures should be
tailored to the characteristics of each bank,
keeping in mind its size, complexity, and risk
profile. Procedures should be completed to the
degree necessary to determine whether the
bank’s management understands and adequately
controls the levels and types of risk that are
assumed. In addition, the scope memorandum
should address the general banking environ-
ment, economic conditions, and any changes
foreseen by bank management that could affect

the bank’s condition. Some of the key factors
that should be addressed in the scope memoran-
dum are described below.

Preliminary Risk Assessment

A summary of the risks associated with the
bank’s activities should be based on a review of
all available sources of information on the bank,
including, but not limited to, prior examination
reports, surveillance reports, correspondence
files, and audit reports. The scope memorandum
should include a preliminary assessment of the
bank’s condition and major risk areas that will
be evaluated through the examination process.
For detailed discussion of risk assessments and
risk matrices, see the subsection ‘‘Risk-Focused
Supervision of Large, Complex Institutions.’’

Summary of Pre-Examination Meeting

The results of the pre-examination meeting
should be summarized. Meeting results that
affect examination coverage should be
emphasized.

Summary of Audit and Internal Control
Environment

A summary of the scope and adequacy of the
audit environment should be prepared, which
may result in a modification of the examination
procedures initially expected to be performed.
Activities that receive sufficient coverage by the
bank’s audit system can be tested through the
examination process. Certain examination
procedures could be eliminated if their audit
and internal control areas are deemed
satisfactory.

Summary of Examination Procedures

As discussed below, examination modules have
been developed for the significant areas reviewed
during an examination. The modules are catego-
rized as primary or supplemental. The primary
modules must be included in each examination.
However, procedures within the primary mod-
ules can be eliminated or enhanced based on the
risk assessment or the adequacy of the audit and
internal control environment. The scope memo-
randum should specifically detail the areas within
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each module to be emphasized during the
examination process. In addition, any supple-
mental modules used should be discussed.

Summary of Loan Review

Based on the preliminary risk assessment, the
anticipated loan coverage should be detailed in
the scope memorandum. In addition to stating
the percentage of commercial and commercial
real estate loans to be reviewed, the scope
memorandum should identify which specialty
loan reference modules of the general loan
module are to be completed. The memorandum
should specify activities within the general loan
module to be reviewed, as well as the depth of
any specialty reviews.

Job Staffing

The staffing for the examination should be
detailed. Particular emphasis should be placed
on ensuring that appropriate personnel are
assigned to the high-risk areas identified in the
bank’s risk assessment.

Examination Modules

Standardized electronic community bank exami-
nation modules have been developed and
designed to define common objectives for the
review of important activities within institutions
and to assist in the documentation of examina-
tion work. It is expected that full-scope exami-
nations will use these modules.

The modules establish a three-tiered approach
for the review of a bank’s activities: the first tier
is the core analysis, the second tier is the
expanded review, and the final tier is the impact
analysis. The core analysis includes a number of
decision factors which should be considered
collectively, as well as individually, when evalu-
ating the potential risk to the bank. To help the
examiner determine whether risks are adequately
managed, the core analysis section contains a
list of procedures that may be considered for
implementation. Once the relevant procedures
are performed, the examiner should document
conclusions in the core analysis decision factors.
When significant deficiencies or weaknesses are
noted in the core analysis review, the examiner

is required to complete the expanded analysis
for those decision factors that present the great-
est degree of risk for the bank. On the other
hand, if the risks are properly managed, the
examiner can conclude the review.

The expanded analysis provides guidance for
determining if weaknesses are material to the
bank’s condition and if they are adequately
managed. If the risks are material or inad-
equately managed, the examiner is directed to
perform an impact analysis to assess the finan-
cial impact to the bank and whether any enforce-
ment action is necessary.

The use of the modules should be tailored to
the characteristics of each bank based on its size,
complexity, and risk profile. As a result, the
extent to which each module should be com-
pleted will vary from bank to bank. The indi-
vidual procedures presented for each level are
meant only to serve as a guide for answering the
decision factors. Not every procedure requires
an individual response, and not every procedure
may be applicable at every community bank.
Examiners should continue to use their discre-
tion when excluding any items as unnecessary in
their evaluation of decision factors.

RISK-FOCUSED SUPERVISION OF
LARGE, COMPLEX INSTITUTIONS

The Federal Reserve recognizes a difference in
the supervisory requirements for community
banks and large, complex banking organizations
(LCBOs). The complexity of financial products,
sophistication of risk-management systems
(including audit and internal controls), manage-
ment structure, and geographic dispersion of
operations are but a few of the areas in which
large institutions may be distinguished from
community banks. While close coordination
with state banking departments, the Office of the
Comptroller of the Currency (OCC), and the
Federal Deposit Insurance Corporation (FDIC)
is important for fostering consistency among
banking supervisors and reducing the regulatory
burden for community banks, it is critical for
large, complex banking organizations.

The examination approaches for both large,
complex institutions and community banks are
risk-focused processes that rely on an under-
standing of the institution, the performance of
risk assessments, development of a supervisory
plan, and examination procedures tailored to the
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risk profile. However, the two approaches are
implemented differently: the process for com-
plex institutions relies more heavily on a central
point of contact and detailed risk assessments
and supervisory plans before the on-site exami-
nation or inspection. In comparison, for small
or noncomplex institutions and community
banks, risk assessments and examination activi-
ties may be adequately described in the scope
memorandum.

Key Elements

To meet the supervisory objectives discussed
previously and to respond to the characteristics
of large institutions, the framework for risk-
focused supervision of large, complex institu-
tions contains the following key elements:

• Designation of a central point of contact.
Large institutions typically have operations in
several jurisdictions, multiple charters, and
diverse product lines. Consequently, the
supervisory program requires that a ‘‘central
point of contact’’ be designated for each
institution to facilitate coordination and com-
munication among the numerous regulators
and specialty areas.

• Review of functional activities.Large institu-
tions are generally structured along business
lines or functions, and some activities are
managed on a centralized basis. As a result, a
single type of risk may cross several legal
entities. Therefore, the supervisory program
incorporates assessments along functional lines
to evaluate risk exposure and its impact on
safety and soundness. These functional reviews
will be integrated into the risk assessments
for specific legal entities and used to support
the supervisory ratings for individual legal
entities.3

• Focus on risk-management processes.Large
institutions generally have highly developed
risk-management systems, such as internal
audit, loan review, and compliance. The
supervisory program emphasizes each institu-
tion’s responsibility to be the principal source
for detecting and deterring abusive and

unsound practices through adequate internal
controls and operating procedures. The pro-
gram incorporates an approach that focuses on
and evaluates the institution’s risk-management
systems, yet retains transaction testing and
supervisory rating systems such as CAMELS,
BOPEC, and ROCA. This diagnostic perspec-
tive is more dynamic and forward looking
because it provides insight into how effec-
tively an institution is managing its operations
and how well it is positioned to meet future
business challenges.

• Tailoring of supervisory activities.Large
institutions are unique, but all possess the
ability to quickly change their risk profiles. To
deliver effective supervision, the supervisory
program incorporates an approach that tailors
supervisory activities to the risk profile of an
institution. By concentrating on an institu-
tion’s major risk areas, examiners can achieve
a more relevant and penetrating understanding
of the institution’s condition.

• Emphasis on ongoing supervision.Large
institutions face a rapidly changing environ-
ment. Therefore, the supervisory program
emphasizes ongoing supervision through
increased planning and off-site monitoring.
Ongoing supervision allows for timely adjust-
ments to the supervisory strategy as con-
ditions change within the institution and
economy.

Covered Institutions

For purposes of the risk-focused supervision
framework, large, complex institutions gener-
ally have (1) a functional management structure,
(2) a broad array of products, (3) operations that
span multiple supervisory jurisdictions, and
(4) consolidated assets of $1 billion or more.4

These institutions may be state member banks,
bank holding companies (including their non-
bank and foreign subsidiaries), and branches
and agencies of foreign banking organizations.
However, if an institution with consolidated
assets totaling $1 billion or more does not have
these characteristics, the supervisory process
adopted for community banks may be more
appropriate. Conversely, the complex-institution
process may be appropriate for some organiza-

3. When functions are located entirely in legal entities that
are not primarily supervised by the Federal Reserve, the
results of supervisory activities conducted by the primary
regulator will be used to the extent possible to avoid duplica-
tion of activities.

4. Large institutions are defined differently in other regu-
latory guidance for regulatory reports and examination
mandates.
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tions with consolidated assets less than
$1 billion.

Nonbank subsidiaries of large, complex domes-
tic institutions are covered by the supervisory
program. These institutions include nonbank
subsidiaries of the parent bank holding company
and those of the subsidiary state member banks;
the significant branch operations, primarily
foreign branches, of state member banks; and
subsidiary foreign banks of the holding com-
pany. The level of supervisory activity to
be conducted for nonbank subsidiaries and for-
eign branches and subsidiaries of domestic
institutions should be based on their individual
risk levels relative to the consolidated organiza-
tion or the state member bank. The risk associ-
ated with significant nonbank subsidiaries or
branches should be identified as part of the
consolidated risk-assessment process. The scope
of Edge Act corporation examinations should
also be determined through the risk-assessment
process. In addition, specialty areas should be
included in the planning process in relation to
their perceived level of risk to the consoli-
dated organization or to any state member bank
subsidiary.

Coordination of Supervisory
Activities

Many large, complex institutions have interstate
operations; therefore, close cooperation with the
other federal and state banking agencies is
critical. To facilitate coordination between the
Federal Reserve and other regulators, district
Reserve Banks have been assigned roles and
responsibilities that reflect their status as either
the responsible Reserve Bank (RRB) with the
central point of contact or the local Reserve
Bank (LRB).

LRBs and host states will not routinely exam-
ine branches of state member banks or issue
separate ratings and reports of examination.
Similar to the relationship between the RRBs
and LRBs, home-state supervisors5 will coordi-

nate the activities of all state banking depart-
ments and will be the state’s principal source of
contact with federal banking agencies and with
the bank itself. Also, host states will not unilat-
erally examine branches of interstate banks.

The RRB is responsible for designating the
central point of contact and for ensuring that all
aspects of the supervisory process are fully
coordinated with LRB and home-state supervi-
sors. To the extent possible, the RRB should rely
on LRBs to provide the resources to conduct
examinations of out-of-district subsidiaries of a
parent organization, its state member bank sub-
sidiaries, or the out-of-district offices of foreign
banking organizations (FBOs). Close coordina-
tion among the Reserve Banks and other appro-
priate regulators for each organization is critical
to ensure a consistent, risk-focused approach to
supervision.

In general, LRBs are responsible for the direct
supervision of state member banks located in
their district. In addition, the LRB provides the
resources to the RRB to conduct the inspections
of second-tier, domestic bank holding compa-
nies; nonbank subsidiaries; and branches and
agencies of FBOs for top-tier holding compa-
nies located in the RRB’s district. If the func-
tional management of a banking organization is
headquartered in its district, the LRB may also
be called upon to conduct a functional business-
line review. However, if a state member bank is
owned by an out-of-district domestic holding
company or if responsibility for supervision of
the overall U.S. operations of the FBO lies with
another Reserve Bank, the supervision of that
entity should be coordinated by the RRB.

If the banking organization prefers to have
supervisory contact with only one Reserve Bank,
every effort should be made to centralize com-
munication and coordination with the RRB for
that organization. On the other hand, if the
organization prefers more localized contact and
communication, the coordination process can be
adapted accordingly.

Central Point of Contact and
Supervisory Teams

A central point of contact is critical to fulfilling
the objectives of seamless, risk-focused super-
vision. The RRB should designate a central
point of contact for each large, complex institu-

5. The State/Federal Supervisory Protocol and Agreement
established definitions for home and host states. The home-
state supervisor is defined as the state that issued the charter.
It will act on behalf of itself and all host-state supervisors
(states into which the bank branches) and will be the single
state contact for a particular institution.
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tion it supervises. Generally, all activities and
duties of other areas within the Federal Reserve,
as well as with other supervisors, should be
coordinated through this contact. The central
point of contact should—

• be knowledgeable, on an ongoing basis, about
the institution’s financial condition, manage-
ment structure, strategic plan and direction,
and overall operations;

• remain up-to-date on the condition of the
assigned institution and be knowledgeable
regarding all supervisory activities; monitor-
ing and surveillance information; applications
issues; capital-markets activities; meetings
with management; and enforcement issues, if
applicable;

• ensure that the objective of seamless, risk-
focused supervision is achieved for each
institution and that the supervisory products
described later are prepared in a timely
manner;

• ensure appropriate follow-up and tracking of
supervisory concerns, corrective actions, or
other matters which come to light through
ongoing communications or surveillance; and

• participate in the examination process, as
needed, to ensure consistency with the insti-
tution’s supervisory plan and to ensure effec-
tive allocation of resources, including coordi-
nation of on-site efforts with specialty
examination areas and other supervisors, as
appropriate, and to facilitate requests for in-
formation from the institution, whenever
possible.

A dedicated supervisory team composed of
individuals with specialized skills based upon
the organization’s particular business lines and
risk profile will be assigned to each institution.
This full-time, dedicated cadre will be supple-
mented by other specialized System staff, as
necessary, to participate in examinations and
targeted reviews.

In addition to designing and executing the
supervisory strategy for an organization, the
central point of contact is responsible for man-
aging the supervisory team. The supervisory
team’s major responsibilities are to maintain a
high level of knowledge of the banking organi-
zation and to ensure that supervisory strategies
and priorities are consistent with the identified
risks and institutional profile.

Sharing of Information

To further promote seamless, risk-focused
supervision, information related to a specific
institution should be provided, as appropriate, to
other interested supervisors. The information to
be shared includes the products described in the
‘‘Process and Products’’ subsection. However,
sharing these products with the institution itself
should be carefully evaluated on a case-by-case
basis.

Functional Approach and Targeted
Examinations

Traditionally, the examination process has been
driven largely by a legal-entity approach to
banking companies. The basis for risk-focused
supervision of large, complex institutions relies
more heavily on a functional, business-line ap-
proach to supervising institutions, while effec-
tively integrating the functional approach into
the legal-entity assessment.

The functional approach focuses principally
on the key business activities (for example,
lending, Treasury, retail banking) rather than
on reviewing the legal entity and its balance
sheet. This approach does not mean that the
responsibility for a legal-entity assessment is
ignored, nor should the Federal Reserve perform
examinations of institutions that other regula-
tors are primarily responsible for supervising.6

Rather, Federal Reserve examiners should inte-
grate the findings of a functional review into the
legal-entity assessment and coordinate closely
with the primary regulator to gather sufficient
information to form an assessment of the con-
solidated organization. Nonetheless, in some
cases, effective supervision of the consoli-
dated organization may require Federal Reserve
examiners to perform process reviews and pos-
sibly transaction testing at all levels of the
organization.

Functional risk-focused supervision is to be
achieved by—

6. For U.S. banks owned by FBOs, it is particularly
important to review the U.S. bank on a legal-entity basis and
to review the risk exposure to the U.S. bank of its parent
foreign bank since U.S. supervisory authorities do not super-
vise or regulate the parent bank.
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• planning and conducting joint examinations
with the primary regulator in areas of mutual
interest, such as nondeposit investment prod-
ucts, interest-rate risk, liquidity, and mergers
and acquisitions;

• leveraging off, or working from, the work
performed by the primary regulator and the
work performed by the institution’s internal
and external auditors by reviewing and using
their workpapers and conclusions to avoid
duplication of effort and to lessen the burden
on the institution;

• reviewing reports of examinations and other
communications to the institution issued by
other supervisors; and

• conducting a series of functional reviews or
targeted examinations of business lines, rel-
evant risk areas, or areas of significant super-
visory concern during the supervisory cycle.
Functional reviews and targeted examinations
are increasingly necessary to evaluate the
relevant risk exposure of a large, complex
institution and the effectiveness of related
risk-management systems.

The relevant findings of functional reviews or
targeted examinations should be—

• incorporated into the annual summary super-
visory report, with follow-up on deficiencies
noted in the functional reviews or targeted
examinations;

• conveyed to the institution’s management dur-
ing a close-out or exit meeting with the
relevant area’s line management; and

• communicated in a formal written report to
the institution’s management or board of
directors when significant weaknesses are
detected or when the finding results in a
downgrade of any rating component.

The functional approach to risk assessments
and to planning supervisory activities should
include a review of the parent company and its
significant nonbank subsidiaries. However, the
level of supervisory review should be appropri-
ate to the risk profile of the parent company or
its nonbank subsidiary in relation to the consoli-
dated organization. Intercompany transactions
should continue to be reviewed as part of the
examination procedures performed to ensure
that these transactions comply with laws and
regulations and do not pose safety-and-soundness
concerns.

Process and Products

The risk-focused methodology for the supervi-
sion program for large, complex institutions
reflects a continuous and dynamic process. The
methodology consists of six steps, each of
which uses certain written products to facilitate
communication and coordination.

Table 1—Steps and Products

Steps Products

1. Understanding the
institution

1. Institutional
overview

2. Assessing the
institution’s risk

2. Risk matrix
3. Risk assessment

3. Planning and
scheduling
supervisory
activities

4. Supervisory plan
5. Examination

program

4. Defining examina-
tion activities

6. Scope
memorandum

7. Entry letter

5. Performing
examination
procedures

8. Functional
examination
modules

6. Reporting the
findings

9. Examination
report(s)

The focus of the products should be on fully
achieving a risk-focused, seamless, and coordi-
nated supervisory process, not simply on com-
pleting the products. The content and format of
the products are flexible and should be adapted
to correspond to the supervisory practices of the
agencies involved and to the structure and com-
plexity of the institution.

Understanding the Institution

The starting point for risk-focused supervision is
developing an understanding of the institution.
This step is critical to tailoring the supervision
program to meet the characteristics of the orga-
nization and to adjusting that program on an
ongoing basis as circumstances change. Further-
more, understanding the Federal Reserve’s
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supervisory role in relation to an institution and
its affiliates is essential.

Through increased emphasis on planning and
monitoring, supervisory activities can focus on
the significant risks to the institution and on
related supervisory concerns. The technological
and market developments within the financial
sector and the speed with which an institution’s
financial condition and risk profile can change
make it critical for supervisors to keep abreast of
events and changes in risk exposure and strat-
egy. Accordingly, the central point of contact for
each large, complex institution should review
certain information on an ongoing basis and
prepare an institution overview that will com-
municate his or her understanding of that
institution.

Information generated by the Federal Reserve,
other supervisory agencies, the institution, and
public organizations may assist the central point
of contact in forming and maintaining an ongo-
ing understanding of the institution’s risk profile
and current condition. In addition, the central
point of contact should hold periodic discus-
sions with the institution’s management to cover,
among other topics, credit-market conditions,
new products, divestitures, mergers and acqui-
sitions, and the results of any recently completed
internal and external audits. When other agen-
cies have supervisory responsibilities for the
organization, joint discussions should be
considered.

The principal risk-focused supervisory tools
and documents, including an institutional over-
view, risk matrix, and risk assessment for the
organization, should be current. Accordingly,
the central point of contact should distill and
incorporate significant new information into
these documents at least quarterly. Factors such
as emerging risks; new products; and significant
changes in business strategy, management, con-
dition, or ownership may warrant more frequent
updates. In general, the more dynamic the orga-
nization’s operations and risks, the more fre-
quently the central point of contact should
update the risk assessment, strategies, and plans.

Preparation of the Institutional Overview

The institutional overview should contain a
concise executive summary that demonstrates
an understanding of the institution’s present
condition and its current and prospective risk
profiles, as well as highlights key issues and past

supervisory findings. General types of informa-
tion that may be valuable to present in the
overview include—

• a brief description of the organizational
structure;

• a summary of the organization’s business
strategies as well as changes in key business
lines, growth areas, new products, etc., since
the prior review;

• key issues for the organization, either from
external or internal factors;

• an overview of management;
• a brief analysis of the consolidated financial

condition and trends;
• a description of the future prospects of the

organization;
• descriptions of internal and external audit;
• a summary of supervisory activity performed

since the last review; and
• considerations for conducting future

examinations.

Assessing the Institution’s Risks

To focus supervisory activities on the areas of
greatest risk to an institution, the central point of
contact should perform a risk assessment. The
risk assessment highlights both the strengths and
vulnerabilities of an institution and provides a
foundation for determining the supervisory
activities to be conducted. Further, the assess-
ment should apply to the entire spectrum of risks
facing an institution (as previously discussed in
the subsection ‘‘Risk-Management Processes and
Internal Controls’’).

An institution’s business activities present
various combinations and concentrations of the
noted risks depending on the nature and scope of
the particular activity. Therefore, when conduct-
ing the risk assessment, consideration must be
given to the institution’s overall risk environ-
ment, the reliability of its internal risk manage-
ment, the adequacy of its information technol-
ogy systems, and the risks associated with each
of its significant business activities.

Assessment of the Overall Risk
Environment

The starting point in the risk-assessment process
is an evaluation of the institution’s risk tolerance
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and of management’s perception of the organi-
zation’s strengths and weaknesses. This evalua-
tion should entail discussions with management
and review of supporting documents, strategic
plans, and policy statements. In general, man-
agement is expected to have a clear understand-
ing of both the institution’s markets and the
general banking environment, as well as how
these factors affect the institution.

The institution should have a clearly defined
risk-management structure, which may be for-
mal or informal, centralized or decentralized.
However, the greater the risk assumed by the
institution, the more sophisticated its risk-
management system should be. Regardless of
the approach, the types and levels of risk an
institution is willing to accept should reflect its
risk appetite, as determined by the board of
directors.

To assess the overall risk environment, the
central point of contact should make a prelimi-
nary evaluation of the institution’s internal risk
management, considering the adequacy of its
internal audit, loan-review, and compliance func-
tions. External audits also provide important
information on the institution’s risk profile and
condition, which may be used in the risk
assessment.

In addition, the central point of contact should
review risk assessments developed by the inter-
nal audit department for significant lines of
business, and compare those results with the
supervisory risk assessment. Management’s abil-
ity to aggregate risks on a global basis should
also be evaluated. This preliminary evaluation
can be used when developing the scope of
examination activities to determine the level of
examiner reliance on the institution’s internal
risk management.

Risk-monitoring activities must be supported
by management information systems that pro-
vide senior managers and directors with timely
and reliable reports on the financial condition,
operating performance, and risk exposure of the
consolidated organization. These systems must
also provide managers engaged in the day-to-
day management of the organization’s activities
with regular and sufficiently detailed reports for
their areas of responsibility. Moreover, in most
large, complex institutions, management infor-
mation systems not only provide reporting sys-
tems, but also support a broad range of business
decisions through sophisticated risk-management
and decision-making tools such as credit-
scoring and asset/liability models and automated

trading systems. Accordingly, the institution’s
risk assessment must consider the adequacy of
its information technology systems.

Preparation of the Risk Matrix

A risk matrix is used to identify significant
activities, the type and level of inherent risks in
these activities, and the adequacy of risk man-
agement over these activities, as well as to
determine composite-risk assessments for each
of these activities and the overall institution. A
risk matrix can be developed for the consoli-
dated organization, for a separate affiliate, or
along functional business lines. The matrix is a
flexible tool that documents the process fol-
lowed to assess the overall risk of an institution
and is a basis for preparation of the narrative
risk assessment.

Activities and their significance can be iden-
tified by reviewing information from the insti-
tution, the Reserve Bank, or other supervisors.
After the significant activities are identified, the
type and level of risk inherent in them should be
determined. Types of risk may be categorized as
previously described or by using categories
defined either by the institution or other super-
visory agencies. If the institution uses risk
categories that differ from those defined by the
supervisory agencies, the examiner should deter-
mine if all relevant types of risk are appropri-
ately captured. If risks are appropriately cap-
tured by the institution, the examiner should use
the categories identified by the institution.

For the identified functions or activities, the
inherent risk involved in that activity should be
described as high, moderate, or low for each
type of risk associated with that type of activity.
The following definitions apply:

• High inherent riskexists when the activity is
significant or positions are large in relation to
the institution’s resources or its peer group,
when the number of transactions is substan-
tial, or when the nature of the activity is
inherently more complex than normal. Thus,
the activity potentially could result in a sig-
nificant and harmful loss to the organization.

• Moderate inherent riskexists when positions
are average in relation to the institution’s
resources or its peer group, when the volume
of transactions is average, and when the
activity is more typical or traditional. Thus,
while the activity potentially could result in a
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loss to the organization, the loss could be
absorbed by the organization in the normal
course of business.

• Low inherent riskexists when the volume,
size, or nature of the activity is such that even
if the internal controls have weaknesses, the
risk of loss is remote, or, if a loss were to
occur, it would have little negative impact on
the institution’s overall financial condition.

This risk-assessment is made without consider-
ing management processes and controls; those
factors are considered when evaluating the
adequacy of the institution’s risk-management
systems.

Assessing Adequacy of Risk Management

When assessing the adequacy of an institution’s
risk-management systems for identified func-
tions or activities, the focus should be on find-
ings related to the key elements of a sound risk-
management system: active board and senior
management oversight; adequate policies, pro-
cedures, and limits; adequate risk-management,
monitoring, and management information sys-
tems; and comprehensive internal controls.
(These elements are described in the earlier
subsection ‘‘Elements of Risk Management.’’)

Taking these key elements into account, the
contact should assess the relative strength of the
risk-management processes and controls for each
identified function or activity. Relative strength
should be characterized as strong, acceptable, or
weak as defined below:

• Strong risk managementindicates that man-
agement effectively identifies and controls all
major types of risk posed by the relevant
activity or function. The board and manage-
ment participate in managing risk and ensure
that appropriate policies and limits exist, which
the board understands, reviews, and approves.
Policies and limits are supported by risk-
monitoring procedures, reports, and manage-
ment information systems that provide the
necessary information and analysis to make
timely and appropriate responses to changing
conditions. Internal controls and audit proce-
dures are appropriate to the size and activities
of the institution. There are few exceptions to
established policies and procedures, and none
of these exceptions would likely lead to a
significant loss to the organization.

• Acceptable risk managementindicates that the
institution’s risk-management systems,
although largely effective, may be lacking to
some modest degree. It reflects an ability to
cope successfully with existing and foresee-
able exposure that may arise in carrying out
the institution’s business plan. While the
institution may have some minor risk-
management weaknesses, these problems have
been recognized and are being addressed.
Overall, board and senior management over-
sight, policies and limits, risk-monitoring pro-
cedures, reports, and management information
systems are considered effective in maintain-
ing a safe and sound institution. Risks are
generally being controlled in a manner that
does not require more than normal supervi-
sory attention.

• Weak risk managementindicates risk-
management systems that are lacking in
important ways and, therefore, are a cause for
more than normal supervisory attention. The
internal control system may be lacking in
important respects, particularly as indicated
by continued control exceptions or by the
failure to adhere to written policies and pro-
cedures. The deficiencies associated in these
systems could have adverse effects on the
safety and soundness of the institution or
could lead to a material misstatement of its
financial statements if corrective actions are
not taken.

The composite risk for each significant activ-
ity is determined by balancing the overall level
of inherent risk of the activity with the overall
strength of risk-management systems for that
activity. For example, commercial real estate
loans usually will be determined to be inherently
high risk. However, the probability and the
magnitude of possible loss may be reduced by
having very conservative underwriting stan-
dards, effective credit administration, strong
internal loan review, and a good early warning
system. Consequently, after accounting for these
mitigating factors, the overall risk profile and
level of supervisory concern associated with
commercial real estate loans may be moderate.

To facilitate consistency in the preparation of
the risk matrix, general definitions of the com-
posite level of risk for significant activities are
provided as follows:

• A high composite riskgenerally would be
assigned to an activity in which the risk-
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management system does not significantly
mitigate the high inherent risk of the activity.
Thus, the activity could potentially result in a
financial loss that would have a significant
negative impact on the organization’s overall
condition, in some cases, even when the
systems are considered strong. For an activity
with moderate inherent risk, a risk-management
system that has significant weaknesses could
result in a high-composite-risk assessment
because management appears to have an
insufficient understanding of the risk and
uncertain capacity to anticipate and respond to
changing conditions.

• A moderate composite riskgenerally would
be assigned to an activity with moderate
inherent risk, which the risk-management sys-
tems appropriately mitigate. For an activity
with low inherent risk, significant weaknesses
in the risk-management system may result in a
moderate-composite-risk assessment. On the
other hand, a strong risk-management system
may reduce the risks of an inherently high-risk
activity so that any potential financial loss
from the activity would have only a moderate
negative impact on the financial condition of
the organization.

• A low composite riskgenerally would be
assigned to an activity that has low inherent
risks. An activity with moderate inherent risk
may be assessed a low composite risk when
internal controls and risk-management sys-
tems are strong, and when they effectively
mitigate much of the risk.

Once the composite-risk assessment of each
identified significant activity or function is com-
pleted, an overall composite-risk assessment
should be made for off-site analytical and plan-
ning purposes. This assessment is the final step
in the development of the risk matrix, and the
evaluation of the overall composite risk is
incorporated into the written risk assessment.

Preparation of the Risk Assessment

A written risk assessment is used as an internal
supervisory planning tool and to facilitate com-
munication with other supervisors. The goal is
to develop a document that presents a compre-
hensive, risk-focused view of the institution,
delineating the areas of supervisory concern and

serving as a platform for developing the super-
visory plan.

The format and content of the written risk
assessment are flexible and should be tailored to
the individual institution. The risk assessment
reflects the dynamics of the institution; there-
fore, it should consider the institution’s evolving
business strategies and be amended as signifi-
cant changes in the risk profile occur. Input from
other affected supervisors and specialty units
should be included to ensure that all the institu-
tion’s significant risks are identified. The risk
assessment should—

• include an overall risk assessment of the
organization;

• describe the types of risk (credit, market,
liquidity, reputational, operational, legal) and
their level (high, moderate, low) and direction
(increasing, stable, decreasing);

• identify all major functions, business lines,
activities, products, and legal entities from
which significant risks emanate, as well as the
key issues that could affect the risk profile;

• consider the relationship between the likeli-
hood of an adverse event and its potential
impact on an institution; and

• describe the institution’s risk-management sys-
tems. Reviews and risk assessments per-
formed by internal and external auditors should
be discussed, as should the institution’s ability
to take on and manage risk prospectively.

The central point of contact should attempt to
identify the cause of unfavorable trends, not just
report the symptoms. The risk assessment should
reflect a thorough analysis that leads to conclu-
sions about the institution’s risk profile, rather
than just reiterating the facts.

Planning and Scheduling Supervisory
Activities

The supervisory plan forms a bridge between
the institution’s risk assessment, which identi-
fies significant risks and supervisory concerns,
and the supervisory activities to be conducted.
In developing the supervisory plan and exami-
nation schedule, the central point of contact
should minimize disruption to the institution
and, whenever possible, avoid duplicative
examination efforts and requesting similar infor-
mation from the other supervisors.
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The institution’s organizational structure and
complexity are significant considerations when
planning the specific supervisory activities to be
conducted. Additionally, interstate banking and
branching activities have implications for plan-
ning on-site and off-site review. The scope and
location of on-site work for interstate banking
operations will depend upon the significance
and risk profile of local operations, the location
of the supervised entity’s major functions, and
the degree of its centralization. The bulk of
safety-and-soundness examinations for branches
of an interstate bank would likely be conducted
at the head office or regional offices, supple-
mented by periodic reviews of branch opera-
tions and internal controls. The supervisory plan
should reflect the need to coordinate these
reviews of branch operations with other
supervisors.

Preparation of the Supervisory Plan

A comprehensive supervisory plan should be
developed annually, and reviewed and revised at
least quarterly to reflect any significant new
information or emerging banking trends or risks.
The supervisory plan and any revisions should
be periodically discussed with representatives of
the principal regulators of major affiliates to
reconfirm their agreement on the overall plan for
coordinating its implementation, when warranted.

The plan should demonstrate that supervisory
concerns identified through the risk-assessment
process and that the deficiencies noted in the
previous examination are being or will be
addressed. To the extent that the institution’s
risk-management systems are adequate, the level
of supervisory activity may be adjusted. The
plan should generally address all supervisory
activities to be conducted, the scope of those
activities (full or targeted), the objectives of
those activities (for example, review of specific
business lines, products, support functions, legal
entities), and specific concerns regarding those
activities, if any. Consideration should be given
to—

• prioritizing supervisory resources on areas of
higher risk;

• pooling examiner resources to reduce the
regulatory burden on institutions as well as
examination redundancies;

• maximizing the use of examiners who are
located where the activity is being conducted;

• coordinating examinations of different
disciplines;

• determining compliance with, or the potential
for, supervisory action;

• balancing mandated requirements with the
objectives of the plan;

• providing general logistical information (for
exammple, a timetable of supervisory activi-
ties, the participants, and expected resource
requirements); and

• assessing the extent to which internal and
external audit, internal loan review, compli-
ance, and other risk-management systems will
be tested and relied upon.

Generally, the planning horizon to be covered
is 18 months for domestic institutions.7 The
overall supervisory objectives and basic frame-
work need to be outlined by midyear to facilitate
preliminary discussions with other supervisors
and to coincide with planning for the Federal
Reserve’s annual scheduling conferences. The
plan should be finalized by the end of the year,
for execution in the following year.

Preparation of the Examination Program

The examination program should provide a
comprehensive schedule of examination activi-
ties for the entire organization and aid in the
coordination and communication of responsibili-
ties for supervisory activities. An examination
program provides a comprehensive listing of all
examination activities to be conducted at an
institution for the given planning horizon. To
prepare a complete examination program and
reflect the institution’s current conditions and
activities, and the activities of other supervisors,
the central point of contact needs to be the focal
point for communications on a particular insti-
tution. The role includes any communications
with the Federal Reserve, the institution’s man-
agement, and other supervisors. The examina-
tion program generally incorporates the follow-
ing logistical elements:

• a schedule of activities, period, and resource
estimates for planned projects

7. The examination plans and assessments of condition of
U.S. operations that are used for FBO supervision use a
12-month period.
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• an identification of the agencies conducting
and participating in the supervisory activity
(when there are joint supervisors, indicate the
lead agency and the agency responsible for a
particular activity) and resources committed
by all participants to the area(s) under review

• the planned product for communicating find-
ings (indicate whether it will be a formal
report or supervisory memorandum)

• the need for special examiner skills and the
extent of participation of individuals from
specialty functions

Defining Examination Activities

Scope Memorandum

The scope memorandum is an integral product
in the risk-focused methodology because it iden-
tifies the key objectives of the on-site examina-
tion. The focus of on-site examination activities,
identified in the scope memorandum, follow a
top-down approach that includes a review of the
organization’s internal risk-management sys-
tems and an appropriate level of transaction
testing. The risk-focused methodology is flex-
ible regarding the amount of on-site transaction
testing used. Although the focus of the exami-
nation is on the institution’s processes, an
appropriate level of transaction testing and asset
review will be necessary to verify the integrity
of internal systems.

After the areas to be reviewed have been
identified in the supervisory plan, a scope memo-
randum should be prepared that documents spe-
cific objectives for the projected examinations.
This document is of key importance, as the
scope of the examination will likely vary from
year to year. Thus, it is necessary to identify the
specific areas chosen for review and the extent
of those reviews. The scope memorandum will
help ensure that the supervisory plan for the
institution is executed, and will communicate
the specific examination objectives to the exami-
nation staff.

The scope memorandum should be tailored to
the size, complexity, and current rating of the
institution subject to review. For large but less
complex institutions, the scope memorandum
may be combined with the supervisory plan or
the risk assessment. The scope memorandum
should define the objectives of the examination,
and generally should include—

• a statement of the objectives;

• an overview of the activities and risks to be
evaluated;

• the level of reliance on internal risk-
management systems and internal or external
audit findings;

• a description of the procedures that are to be
performed, indicating any sampling process to
be used and the level of transaction testing,
when appropriate;

• identification of the procedures that are
expected to be performed off-site; and

• a description of how the findings of targeted
reviews, if any, will be used on the current
examination.

Entry Letter

The entry letter should be tailored to fit the
specific character and profile of the institution to
be examined and the scope of the activities to be
performed. Thus, effective use of entry letters
depends on the planning and scoping of a
risk-focused examination. To eliminate duplica-
tion and minimize the regulatory burden on an
institution, entry letters should not request
information that is regularly provided to desig-
nated central points of contact or that is avail-
able within each Federal Reserve Bank. When
needed for examinations of larger or more
complex organizations, the entry letter should
be supplemented by requests for information on
specialty activities. The specific items selected
for inclusion in the entry letter should meet the
following guidelines:

• reflect risk-focused supervision objectives and
the examination scope

• facilitate efficiency in the examination process
and lessen the burden on financial institutions

• limit, to the extent possible, requests for
special management reports

• eliminate items used for audit-type procedures
(for example, verifications)

• distinguish between information to be mailed
to the examiner-in-charge for off-site exami-
nation procedures and information to be held
at the institution for on-site procedures

• allow management sufficient lead time to
prepare the requested information
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Examination Procedures

Examination procedures should be tailored to
the characteristics of each institution, keeping in
mind size, complexity, and risk profile. They
should focus on developing appropriate docu-
mentation to adequately assess management’s
ability to identify, measure, monitor, and control
risks. Procedures should be completed to the
degree necessary to determine whether the
institution’s management understands and
adequately controls the levels and types of risks
that are assumed. For transaction testing, the
volume of loans to be tested should be adjusted
according to management’s ability to accurately
identify problems and potential problem credits,
and to measure, monitor, and control the insti-
tution’s exposure to overall credit risk. Like-
wise, the level of transaction testing for compli-
ance with laws and regulations should take into
account the effectiveness of management sys-
tems to monitor, evaluate, and ensure compli-
ance with applicable laws and regulations.

During the supervisory cycle, the 10 func-
tional areas listed below will be evaluated in
most full-scope examinations. To evaluate these
functional areas, procedures need to be tailored
to fit the risk assessment that was prepared for
the institution and the scope memorandum that
was prepared for the examination. These func-
tional areas represent the primary business
activities and functions of large, complex insti-
tutions, as well as common sources of signifi-
cant risk to them. Additionally, other areas of
significant sources of risk to an institution or
areas that are central to the examination assign-
ment will need to be evaluated. The functional

areas include the following:

• loan portfolio analysis
• Treasury activities
• trading and capital-markets activities
• internal controls and audit
• supervisory ratings
• information systems
• fiduciary activities
• private banking
• retail banking activities
• payments system risk

Reporting the Findings

At least annually, a comprehensive summary
supervisory report should be prepared that sup-
ports the organization’s assigned ratings and
encompasses the results of the entire supervi-
sory cycle. This report should (1) convey the
Federal Reserve’s view of the condition of the
organization and its key risk-management pro-
cesses, (2) communicate the composite supervi-
sory ratings, (3) discuss each of the major
business risks, (4) summarize the supervisory
activities conducted during the supervisory cycle
and the resulting findings, and (5) assess the
effectiveness of any corrective actions taken by
the organization. This report will satisfy super-
visory and legal requirements for a full-scope
examination. Reserve Bank management, as
well as Board officials, when warranted, will
meet with the organization’s board of directors
to present and discuss the contents of the report
and the Federal Reserve’s assessment of the
condition of the organization. (See SR-99-15.)
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Internal Control
Effective date November 1999 Section 1010.1

INTRODUCTION

This section sets forth the principal aspects of
effective internal control and audit and discusses
some pertinent points relative to the internal
control questionnaires (ICQs). It assists the
examiner in understanding and evaluating the
objectives of and the work performed by inter-
nal and external auditors. It also sets forth the
general criteria the examiner should consider to
determine if the work of internal and external
auditors can be relied on in the performance of
the examination. To the extent that audit records
can be relied on, they should be used to com-
plete the ICQs implemented during the exami-
nation. In most cases, only those questions not
fully supported by audit records would require
the examiner to perform a detailed review of the
area in question.

Effective internal control is a foundation for
the safe and sound operation of a banking
organization. The board of directors and senior
managers of an institution are responsible for
ensuring that the system of internal control is
effective. Their responsibilitycannot be del-
egated to others within or outside the organiza-
tion. An internal audit function is an important
element of an effective system of internal con-
trol. When properly structured and conducted,
internal audit provides directors and senior man-
agement with vital information about the condi-
tion of the system of internal control, and it
identifies weaknesses so that management can
take prompt, remedial action. Examiners are to
review an institution’s internal audit function
and recommend improvements if needed. In
addition, under the Interagency Guidelines
Establishing Standards for Safety and Sound-
ness,1 pursuant to section 39 of the Federal
Deposit Insurance Act (FDIA), each institution
is required to have an internal audit function that
is appropriate to its size and the nature and
scope of its activities. The sound practices for
the internal audit function and examiner guid-
ance set forth in this section can be applied to
bank holding companies and their subsi-
diaries and to U.S. operations of foreign banking
organizations.

DIRECTOR AND SENIOR
MANAGEMENT
RESPONSIBILITIES

The board of directors and senior management
are responsible for having an effective system of
internal control—which includes an internal
audit function—and for ensuring that the impor-
tance of internal control is understood and
adhered to throughout the institution. This over-
all responsibility cannot be delegated to anyone
else. The board and senior management may,
however, delegate the design, implementation,
and monitoring of specific internal controls to
lower-level management. The testing and assess-
ment of internal controls may also be delegated
to others. In discharging their responsibilities,
directors and senior management should have
reasonable assurance that the institution’s sys-
tem of internal control prevents or detects the
following: inaccurate, incomplete, or unautho-
rized transactions; deficiencies in the safeguard-
ing of assets; unreliable financial and regulatory
reporting; and noncompliance with laws, regu-
lations, and the institution’s policies. (Specific
responsibilities of the board of directors are
discussed in the subsection ‘‘Directors’ Strategy
for Internal Control.’’)

OBJECTIVES OF INTERNAL
CONTROL

In general, good internal control exists when no
one is in a position to make significant errors or
perpetrate significant irregularities without timely
detection. Therefore, a system of internal con-
trol should include those procedures necessary
to ensure timely detection of failure of account-
ability, and such procedures should be per-
formed by competent persons who have no
incompatible duties. The following standards
are encompassed within the description of inter-
nal control:

Existence of procedures. Existence of prescribed
internal control procedures is necessary but not
sufficient for effective internal control. Pre-
scribed procedures that are not actually per-
formed do nothing to establish control. Con-1. For state member banks, appendix D-1 to 12 CFR 208.
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sequently, the examiner must give thoughtful
attention not only to the prescribed set of pro-
cedures, but also to the practices actually fol-
lowed. This attention can be accomplished
through inquiry, observation, testing, or a com-
bination thereof.

Competent performance. For internal control to
be effective, the required procedures must be
performed by competent persons. Evaluation of
competence undoubtedly requires some degree
of subjective judgment because attributes such
as intelligence, knowledge, and attitude are
relevant. Thus, the examiner should be alert for
indications that employees have failed so sub-
stantially to perform their duties that a serious
question is raised concerning their abilities.

Independent performance.If employees who
have access to assets also have access to the
related accounting records or perform
related review operations (or immediately super-
vise the activities of other employees who main-
tain the records or perform the review opera-
tions), they may be able to both perpetrate and
conceal defalcations. Therefore, duties con-
cerned with the custody of assets are incompat-
ible with recordkeeping duties for those assets,
and duties concerned with the performance of
activities are incompatible with the authoriza-
tion or review of those activities.

In judging the independence of a person, the
examiner must avoid looking at that person as
an individual and presuming the way in which
that individual would respond in a given situa-
tion. For example, an individual may be the sole
check signer and an assistant may prepare
monthly bank reconcilement. If the assistant
appears to be a competent person, it may seem
that an independent reconcilement would be
performed and anything amiss would be
reported. Such judgments are potentially erro-
neous. There exist no established tests by which
the psychological and economic independence
of an individual in a given situation can be
judged. The position must be evaluated, not the
person. If the position in which the person acts
is not an independent one in itself, then the work
should not be presumed to be independent,
regardless of the apparent competence of the
person in question. In the example cited above,
the function performed by the assistant should
be viewed as if it was performed by the super-
visor. Hence, incompatible duties are present in
that situation.

PROCEDURES FOR COMPLETING
ICQs

The implementation of selected ICQs and the
evaluation of internal audit activities provide a
basis for determining the adequacy of the bank’s
control environment. To reach conclusions
required by the questionnaires, the examiner
assigned to review a given internal control
routine or area of bank operations should use
any source of information necessary to ensure a
full understanding of the prescribed system,
including any potential weaknesses. Only when
the examiner completely understands the bank’s
system can an assessment and evaluation be
made of the effects of internal controls on the
examination.

To reach conclusions concerning a specific
section of an ICQ, the examiner should docu-
ment and review the bank’s operating systems
and procedures by consulting all available
sources of information and discussing them with
appropriate bank personnel. Sources of informa-
tion might include organization charts, proce-
dural manuals, operating instructions, job speci-
fications, directives to employees, and other
similar sources of information. Also, the exam-
iner should not overlook potential sources such
as job descriptions, flow charts, and other docu-
mentation contained in internal audit work-
papers. A primary objective in the review of the
system is to efficiently reach a conclusion about
the overall adequacy of existing controls. Any
existing source of information that will enable
the examiner to quickly gain an understanding
of the procedures in effect should be used in
order to minimize the time required to formulate
the conclusions. The review should be docu-
mented in an organized manner through the use
of narrative descriptions, flow charts, or other
diagrams. If a system is properly documented,
the documentation will provide a ready refer-
ence for any examiner performing work in the
area, and it often may be carried forward
for future examinations, which will save time.

Although narrative descriptions can often pro-
vide an adequate explanation of systems of
internal control, especially in less complex situ-
ations, they may have certain drawbacks, such
as—

• they may be cumbersome and too lengthy,
• they may be unclear or poorly written,
• related points may be difficult to integrate, and
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• annual changes may be awkward to record.

To overcome these problems, the examiner
should consider using flow charts, which reduce
narrative descriptions to a picture. Flow charts
often reduce a complex situation to an easily
understandable sequence of interrelated steps.

In obtaining and substantiating the answers to
the questions contained in the ICQ, the exam-
iner should develop a plan to obtain the neces-
sary information efficiently. Such a plan would
normally avoid a direct question-and-answer
session with bank officers. A suggested approach
to completion of the ICQ is to—

• become familiar with the ICQ;
• review related internal audit procedures,

reports, and responses;
• review any written documentation of a bank’s

system of controls;
• find out what the department does and what

the functions of personnel within the depart-
ment are through conversations with appropri-
ate individuals; and

• answer as many individual questions as pos-
sible from information gained in the preceding
steps and fill in the remaining questions by
direct inquiry.

An effective way to begin an on-site review of
internal control is to identify the various key
functions applicable to the area under review.
For each position identified, the following ques-
tions should then be asked:

• Is this a critical position? That is, can a person
in this position either make a significant error
that will affect the recording of transactions or
perpetrate material irregularities of some type?

• If an error is made or an irregularity is
perpetrated, what is the probability that nor-
mal routines will disclose it on a timely basis?
That is, what controls exist that would prevent
or detect significant errors or the perpetration
of significant irregularities?

• What are the specific opportunities open to the
individual to conceal any irregularity, and are
there any mitigating controls that will reduce
or eliminate these opportunities?

Although all employees within an organiza-
tion may be subject to control, not all have
financial responsibilities that can influence the

accuracy of the accounting and financial records,
or have access to assets. The examiner should be
primarily concerned with those positions that
have the ability to influence the records and that
have access to assets. Once those positions have
been identified, the examiners must exercise
their professional knowledge of bank operations
to visualize the possibilities open to any person
holding a particular position. The question is not
whether the individual is honest, but rather
whether situations exist that might permit an
error to be concealed. By directing attention to
such situations, an examiner will also consider
situations that may permit unintentional errors
to remain undetected.

The evaluation of internal control should
include consideration of other existing account-
ing and administrative controls or other circum-
stances that might counteract or mitigate an
apparent weakness or impair an established
control. Controls that mitigate an apparent weak-
ness may be a formal part of the bank’s operat-
ing system, such as budget procedures that
include a careful comparison of budgeted and
actual amounts by competent management per-
sonnel. Mitigating controls also may be infor-
mal. For example, in small banks, management
may be sufficiently involved in daily operations
to know the purpose and reasonableness of all
expense disbursements. That knowledge, coupled
with the responsibility for signing checks, may
make irregularities by non-management person-
nel unlikely, even if disbursements are other-
wise under the control of only one person.

When reviewing internal controls, an essen-
tial part of the examination is being alert to
indications that adverse circumstances may
exist. Adverse circumstances may lead employ-
ees or officers into courses of action they nor-
mally would not pursue. An adverse circum-
stance to which the examiner should be espe-
cially alert exists when the personal financial
interests of key officers or employees depend
directly on operating results or financial condi-
tion. Although the review of internal control
does not place the examiner in the role of an
investigator or detective, an alert attitude toward
possible conflicts of interest should be main-
tained throughout the examination. Also, offices
staffed by members of the same family, branches
completely dominated by a strong personality,
or departments in which supervisors rely unduly
on their assistants require special alertness on
the part of the examiner. Those circumstances
and other similar ones should be considered
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in preparing the ICQ. It is not the formality of
the particular factor that is of importance, but
rather its effect on the overall operation under
review. Circumstances that may affect answers
to the basic questions should be noted along
with conclusions concerning their effect on the
examination.

The ICQs were designed so that answers
could be substantiated by (1) inquiry to bank
personnel, (2) observation, or (3) test. However,
certain questions are marked with an asterisk to
indicate that they require substantiation through
observation or testing. Those questions are
deemed so critical that substantiation by inquiry
is not sufficient. For those questions substanti-
ated through testing, the nature and extent of the
test performed should be indicated adjacent to
the applicable step in the ICQ.

The examiner should be alert for deviations
by bank personnel from established policies,
practices, and procedures. This applies not only
to questions marked with an asterisk but also to
every question in the ICQ. Examples of such
deviations include situations when (1) instruc-
tions and directives are frequently not revised to
reflect current practices; (2) employees find
short-cuts for performing their tasks;
(3) changes in organization and activities may
influence operating procedures in unexpected
ways; or (4) employees’ duties may be rotated in
ways that have not been previously considered.
These and other circumstances may serve to
modify or otherwise change prescribed proce-
dures, thus giving the examiner an inadequate
basis for evaluating internal control.

Sometimes, when a substantial portion of the
accounting work is accomplished by computer,
the procedures are so different from conven-
tional accounting methods that the principles
discussed here seem inapplicable. Care should
be taken to resist drawing this conclusion. This
discussion of internal control and its evaluation
is purposely stated in terms sufficiently general
to apply to any system. Perpetration of defalca-
tions requires direct or indirect access to appro-
priate documents or accounting records. As
such, perpetration requires the involvement of
people and, under any system, computerized or
not, there will be persons who have access to
assets and records. Those with access may
include computer operators, programmers, and
their supervisors and other related personnel.

The final question in each section of the ICQ
requires a composite evaluation of existing
internal controls in the applicable area of the

bank. The examiner should base that evaluation
on answers to the preceding questions within the
section, the review and observation of the sys-
tems and controls within the bank, and discus-
sion with appropriate bank personnel.

The composite evaluation does, however,
require some degree of subjective judgment.
The examiner should use all information avail-
able to formulate an overall evaluation, fully
realizing that a high degree of professional
judgment is required.

Applying the ICQ to Different
Situations

The ICQs are general enough to apply to a wide
range of systems, so not all sections or questions
will apply to every situation, depending on
factors such as bank size, complexity and type
of operations, and organizational structure. When
completing the ICQs, the examiner should
include a brief comment stating the reason a
section or question is not applicable to the
specific situation.

For large banking institutions or when mul-
tiple locations of a bank are being examined, it
may be necessary to design supplements to the
ICQs to adequately review all phases of the
bank’s operations and related internal controls.
Because certain functions described in this
manual may be performed by several depart-
ments in some banks, it also may be necessary to
redesign a particular section of the ICQ so that
each department receives appropriate consider-
ation. Conversely, functions described in several
different sections of this handbook may be
performed in a single department in smaller
banks. If the ICQ is adapted to fit a specific
situation, care should be taken to ensure that its
scope and intent are not modified. That requires
professional judgment in interpreting and expand-
ing the generalized material. Any such modifi-
cations should be completely documented and
filed in the workpapers.

LEGAL REQUIREMENTS
AFFECTING BANKS AND THE
AUDIT FUNCTION

On May 11, 1993, the board of directors of the
Federal Deposit Insurance Corporation (FDIC)
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approved the regulations and guidelines imple-
menting audit requirements of section 112 of the
Federal Deposit Insurance Corporation Improve-
ment Act of 1991 (FDICIA). Since that date, the
FDIC has adopted amendments to these regula-
tions and guidelines primarily in response to
changes made to the original statute. These
regulations and guidelines require institutions
that must comply with FDICIA sec-
tion 112 to file with the FDIC and the primary
regulator (1) audited financial statements, (2) a
report on the effectiveness of internal controls
over financial reporting, and (3) a report on
compliance with designated laws and regula-
tions. Institutions subject to FDICIA section 112
are referred to as covered institutions and include
domestic insured depository institutions as well
as foreign branches and agencies. A covered
institution must have an audit committee made
up solely of independent outside directors and
may also be required to satisfy other audit
committee membership criteria.

Effective for fiscal years beginning after
December 31, 1992, covered institutions with
total assets of $500 million or more must com-
ply with the provisions of section 112 of
FDICIA. Among other things, this section
requires—

• a covered institution to assess the effective-
ness of its internal control structure over
financial reporting, and to file a report with
both the FDIC and the institution’s primary
bank regulator;

• independent public accountants to attest to
the accuracy of management’s assertions on
the internal control structure over financial
reporting;

• a covered institution to assess its compliance
with designated safety-and-soundness laws
and regulations, and to provide a report to
both the FDIC and the institution’s primary
bank regulator;

• independent public accountants to perform
agreed-upon procedures to objectively deter-
mine the accuracy of management’s assertions
on compliance with safety-and-soundness laws
and regulations; and

• each covered institution to have an audit
committee composed solely of outside direc-
tors. The audit committees of large institu-
tions must have at least two members with
banking or related financial management
expertise who have access to outside legal
counsel, and committees shall not include

individuals who are large customers of the
institution.

With regard to the first three bullets (require-
ments) and effective April 1, 1996, any covered
institutions with a composite CAMELS rating
of 1 or 2 may file the reports discussed above
through their parent holding company on a
consolidated basis. Section 36 of the Federal
Deposit Insurance Act (FDIA), as amended by
FDICIA, requires all institutions with total assets
of more than $500 million to have an indepen-
dent audit committee. One of the duties of the
audit committee, as required by the implement-
ing regulation, includes the oversight of the
internal audit function and its operations.

ENSURING THE FUNCTIONING
OF THE INTERNAL CONTROL
SYSTEM

Some institutions have chosen to rely on ‘‘man-
agement self-assessments’’ or ‘‘control self-
assessments’’ for evaluating the effectiveness of
interal control, wherein business-line managers
and their staff evaluate the performance of
internal controls within their business lines.
Although such reviews help to underscore man-
agement’s responsibility for internal control,
they are not impartial. Directors and senior
managers who rely too much on self-assessment
reviews may not learn of control weaknesses
until they have become costly problems—
particularly if directors are not intimately famil-
iar with the institution’s operations. Therefore,
institutions generally should have their internal
controls tested and assessed by units without
business-line responsibilities, such as an internal
audit group.

Directors’ Strategy for Internal
Control

Directors should be confident that the internal
audit function meets the demands posed by the
institution’s current and planned activities.
Directors and senior managers should ensure
that their internal audit function reflects the
components described below.
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Structure

The internal audit function should be positioned
within the management hierarchy so that direc-
tors have confidence that internal audit staff will
perform their duties with impartiality and not be
unduly influenced by managers with day-to-day
responsibility for line operations. In the typical
institution, the internal audit manager reports
directly to the board of directors or its audit
committee.2 Other institutions have consoli-
dated several audit functions, such as loan
review, market-risk management, and loan com-
pliance, with an internal audit function that is
under a single manager who reports to the full
board or committee of directors.

The internal audit manager should not have
responsibilities that could jeopardize his or her
impartiality for assessing the performance of
other functions or lines of business. Thus, the
internal audit manager typically is not respon-
sible for earning profits or generating revenue
for the organization. However, arrangements
that would not create a conflict in performing
the internal audit function are allowable. Like-
wise, managing audit functions that focus on
risks other than the system of internal controls
would not generally bias the attitude of the
internal audit manager. However, it may be
prudent for an institution to periodically audit
the performance of its internal audit function
and the other areas under the control of the audit
function’s manager. Organizations that do so
typically engage an external party, such as a
certified public accounting firm, to carry out the
performance audit. The results of these perfor-
mance audits should be reported to the board of
directors and senior management.

Communication

To properly discharge their responsibility for
internal control, directors should encourage can-
dor and critical examination of issues between
internal audit staff and management. This open-
ness will increase the directors’ knowledge and
ability to assess both the internal auditor’s

findings and management’s solutions to known
internal control weaknesses. Internal auditors
should report internal control deficiencies to the
appropriate level of management as soon as they
are identified. Significant matters should be
promptly reported directly to the board of direc-
tors, its audit committee, or senior management.
In periodic meetings with management and the
internal audit manager, the audit committee
should assess whether management is resolving
internal control weaknesses or other exceptions
diligently. Moreover, the audit committee should
give the internal audit manager the opportunity
to privately discuss his or her findings (that is,
without management’s presence).

In the typical institution, a system has been
established for reporting audit results and moni-
toring resolution of identified deficiencies. Criti-
cal to the functioning of this reporting system is
the internal audit manager’s unrestricted access
to the board of directors or its audit committee
and to senior management. Furthermore, line
management should not be able to influence the
internal audit manager into making significant
changes in audit scope or deleting issues from
audit reports without the concurrence of the
board of directors.

Internal Audit Management, Staffing, and
Quality

The directors should assign responsibility for
the internal audit function to a manager who has
sufficient expertise in banking and auditing to
understand the institution’s activities and the
threats these activities pose to the objectives of
internal control. The audit function manager
should be able to judge the effectiveness of the
internal control system. The board or its audit
committee should have objective performance
criteria to evaluate the performance of the inter-
nal audit function and its manager.3

Audit resources should be sufficient to per-
form a series of audits that are appropriate to the
institution’s size and complexity. The adequacy
of audit resources can be determined by evalu-
ating whether a credible and robust audit plan
was completed in a timely manner. If the inter-
nal audit function’s performance is at variance

2. Institutions subject to section 36 of FDIA must maintain
independent audit committees (that is, committees composed
of directors who are not members of management). For
institutions not subject to an audit committee requirement, the
board of directors can fulfill the audit committee responsibili-
ties discussed in this policy statement.

3. For example, the performance criteria could include the
timeliness of each completed audit, comparison of overall
performance to plan, and other measures.
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with the audit plan, the board of directors or its
audit committee should determine the reasons
for the variance and decide what corrective
actions are appropriate. If audit resources are
insufficient, the deficiencies should be remedied.
Typical actions may include replacing the man-
ager of the internal audit function, increasing
staff and training, acting to reduce turnover, or
outsourcing specific audits to outside experts.

Staff in the internal audit function and their
work should adhere to reasonable professional
standards. Some institutions may adapt the stan-
dards for external auditors of the American
Institute of Certified Public Accountants (AICPA)
for use in their internal audit work. Other
institutions may follow the Institute for Internal
Auditors’ (IIA) Standards for the Professional
Practice of Internal Auditing.Whatever stan-
dards an organization chooses to follow, they
should address the independence, professional
proficiency, scope of work, performance of audit
work, and management of internal audit.

Scope

The board of directors or audit committee should
ensure that the internal audit function has free
range of the institution or should approve any
restrictions imposed by senior management. Fur-
thermore, the board should assure itself that the
work program proposed by the internal audit
manager is consistent with the nature, complex-
ity, and risk of the institution’s activities. The
board or audit committee should concur with the
internal audit manager’s control-risk assessment
and the audit plan (described below), as well as
monitor his or her performance relative to the
audit plan. The board or audit committee should
consider requests for expansion of audit scope
when significant issues arise or when significant
changes occur in the institution’s environment,
structure, activities, risk exposures, or systems.4

Independence of Internal Auditors

The ability of the internal audit function to
achieve its audit objectives depends, in large
part, on the independence maintained by audit
personnel. Frequently, the independence of
internal auditing can be determined by its
reporting lines within the organization and by
the person or level to whom these results are
reported. In most circumstances, the internal
audit function is under the direction of the board
of directors or a committee thereof, such as the
audit committee. This relationship enables the
internal audit function to assist the directors in
fulfilling their responsibilities.

The auditor’s responsibilities should be
addressed in a position description, with report-
ing lines delineated in personnel policy, and
audit results should be documented in audit
committee and board of directors’ minutes.
Examiners should review these documents, as
well as the reporting process followed by the
auditor, in order to subsequently evaluate the
tasks performed by the internal audit function.
The internal auditor should be given the author-
ity necessary to perform the job, including free
access to any records necessary for the proper
conduct of the audit. Furthermore, internal
auditors generally should not have responsibility
for the accounting system, other aspects of the
institution’s accounting function, or any opera-
tional function not subject to independent review.

Competence of Internal Auditors

The responsibilities and qualifications of inter-
nal auditors vary depending on the size and
complexity of a bank’s operations and on the
emphasis placed on the internal audit function
by the directorate and management. In many
banks, the internal audit function is performed
by an individual or group of individuals whose
sole responsibility is internal auditing. In other
banks, particularly small ones, internal audit
may be performed on a part-time basis by an
officer or employee.

The qualifications discussed below should not
be viewed as minimum requirements, but should
be considered by the examiner in evaluating the
work performed by the internal auditors or audit
departments. Examples of the type of qualifica-
tions an internal audit department manager
should have are—

4. Major changes in an institution’s environment and
conditions may compel changes to the internal control system
and also warrant additional internal audit work. These include
(1) new management; (2) areas or activities experiencing
rapid growth; (3) new lines of business, products or technolo-
gies; (4) corporate restructurings, mergers, and acquisitions;
and (5) expansion or acquisition of foreign operations (includ-
ing the impact of changes in the related economic and
regulatory environments).
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• academic credentials comparable to other bank
officers who have major responsibilities within
the organization,

• commitment to a program of continuing edu-
cation and professional development,

• audit experience and organizational and tech-
nical skills commensurate with the responsi-
bilities assigned, and

• oral and written communication skills.

The internal audit department manager must
be properly trained to fully understand the flow
of data and the underlying operating procedures.
Training may come from college courses, courses
sponsored by industry groups such as the Bank
Administration Institute (BAI), or in-house train-
ing programs. Significant work experience in
various departments of a bank also may provide
adequate training. Certification as a chartered
bank auditor, certified internal auditor, or certi-
fied public accountant meets educational and
other professional requirements. In addition to
prior education, the internal auditor should be
committed to a program of continuing educa-
tion, which may include attending technical
meetings and seminars and reviewing current
literature on auditing and banking.

The internal auditor’s organizational skills
should be reflected in the effectiveness of the
bank’s audit program. Technical skills may be
demonstrated through internal audit techniques,
such as internal control and other question-
naires, and an understanding of the operational
and financial aspects of the organization.

In considering the competence of the internal
audit staff, the examiner should review the
educational and experience qualifications required
by the bank for filling the positions in the
internal audit department and the training avail-
able for that position. In addition, the examiner
must be assured that any internal audit super-
visor understands the audit objectives and pro-
cedures performed by the staff.

In a small bank, it is not uncommon to find
that internal audit, whether full- or part-time, is
a one-person department. The internal auditor
may plan and perform all procedures personally
or may direct staff borrowed from other depart-
ments. In either case, the examiner should
expect, at a minimum, that the internal auditor
possesses qualifications similar to those of
an audit department manager, as previously
discussed.

The final measure of the competence of the
internal auditor is the quality of the work
performed, the ability to communicate the
results of that work, and the ability to follow up
on deficiencies noted during the audit work.
Accordingly, the examiner’s conclusions with
respect to an auditor’s competence should also
reflect the adequacy of the audit program and
the audit reports.

IMPLEMENTATION OF THE
INTERNAL AUDIT FUNCTION

The annual audit plan and budgets should be set
by the internal audit manager and approved by
the board, audit committee, or senior manage-
ment. In many organizations, the internal audit
manager reports to a senior manager for admin-
istrative purposes. The senior manager appraises
the audit manager’s performance, and the direc-
tors or audit committee approves the evaluation.

Risk Assessment

In setting the annual audit plan, a risk assess-
ment should be made that documents the inter-
nal audit function’s understanding of the insti-
tution’s various business activities and their
inherent risks. In addition, the assessment also
evaluates control risk, or the potential that
deficiencies in the system of internal control
would expose the institution to potential loss.
The assessment should be periodically updated
to reflect changes in the system of internal
control, work processes, business activities, or
the business environment. The risk-assessment
methodology of the internal audit function should
identify all auditable areas, give a detailed basis
for the auditors’ determination of relative risks,
and be consistent from one audit area to another.
The risk assessment can quantify certain risks,
such as credit risk, market risk, and legal risk. It
can also include qualitative aspects, such as the
timeliness of the last audit and the quality of
management. Although there is no standard
approach to making a risk assessment, it should
be appropriate to the size and complexity of the
institution. While smaller institutions may not
have elaborate risk-assessment systems, some
analysis should still be available to explain why
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certain areas are more frequently audited than
others.

Within the risk assessment, institutions should
clearly identify auditable units along business
activities or product lines, depending on how the
institution is managed. There should be evi-
dence that the internal audit manager is regu-
larly notified of new products, departmental
changes, and new general ledger accounts, all of
which should be factored into the audit sched-
ule. Ratings of particular business activities or
corporate functions may change with time as the
internal audit function revises its method for
assessing risk. These changes should be incre-
mental. Large-scale changes in the priority of
audits should trigger an investigation into the
reasonableness of changes to the risk-assessment
methodology.

Audit Plan

The audit plan is based on the risk assessment. It
should include a summary of key internal con-
trols within each significant business activity,
the timing and frequency of planned internal
audit work, and a resource budget.

A formal, annual audit plan should be devel-
oped based on internal audit’s risk assessment.
The audit plan should include all auditable areas
and set priorities based on the rating determined
by the risk assessment. The schedule of planned
audits should be approved by the board or its
audit committee, as should any subsequent
changes to the plan. Many organizations de-
velop an audit plan jointly with the external
auditors. In this case, the audit plan should
clearly indicate what work is being performed
by internal and external auditors, and what
aspects of internal audit work the external audi-
tors are relying on.

Typically, the schedule of audit is cyclic, for
example, high risks are audited annually, mod-
erate risks every two years, and low risks every
three years. In some cases, the audit cycle may
extend beyond three years. In reviewing the
annual plan, examiners should determine the
appropriateness of the institution’s audit cycle.
Some institutions limit audit coverage of their
low-risk areas. Examiners should review areas
the institution has labeled ‘‘low risk’’ to deter-
mine if the classification is appropriate and if
coverage is adequate.

Audit Manual

The internal audit department should have an
audit manual that sets forth the standards of
work for field auditors and audit managers to
use in their assignments. A typical audit manual
contains the audit unit’s charter and mis-
sion, administrative procedures, workpaper-
documentation standards, reporting standards,
and review procedures. Individual audits should
conform to the requirements of the audit manual.
As a consequence, the manual should be up to
date with respect to the audit function’s mission
and changes to the professional standards it
follows.

Performance of Individual Audits

The internal audit manager should oversee the
staff assigned to perform the internal audit work
and should establish policies and procedures to
guide them. The internal audit function should
be competently supervised and staffed by people
with sufficient expertise and resources to iden-
tify the risks inherent in the institution’s opera-
tions and to assess whether internal controls are
effective. While audits vary according to the
objective, the area subjected to audit, the stan-
dards used as the basis for work performed, and
documentation, the audit process generates some
common documentation elements, as described
below.

Audit Program and Related Workpapers

The audit program documents the audit’s objec-
tives and the procedures that were performed.
Typically, it indicates who performed the work
and who has reviewed it. Workpapers document
the evidence gathered and conclusions drawn by
the auditor, as well as the disposition of audit
findings. The workpapers should provide evi-
dence that the audit program adheres to the
requirements specified in the audit manual.

Audit Reports

The audit report is internal audit’s formal notice
of its assessment of internal controls in the
audited areas. The report is given to the area’s
managers, senior management, and directors. A
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typical audit report states the purpose of the
audit and its scope, conclusions, and recommen-
dations. Reports are usually prepared for each
audit. In larger institutions, monthly or quarterly
summaries that highlight major audit issues are
prepared for senior management and the board.

Small Financial Institutions

An effective system of internal control, includ-
ing an independent internal audit function, is a
foundation for safe and sound operations,
regardless of an institution’s size. The proce-
dures assigned to the internal audit function
should include adequate testing and review of
internal controls and information systems. Man-
agement is responsible for carefully considering
the level of auditing that will effectively monitor
their institution’s internal control system, taking
into account the audit function’s costs and
benefits.

Small institutions often use alternatives to a
group of employees solely dedicated to perform-
ing the internal audit function. For example, a
small institution can gain some assurance about
the effectiveness of its internal controls by
having employees from outside the business unit
being audited review that unit’s key internal
controls. These employees should have suffi-
cient knowledge and competency to judge the
effectiveness of internal controls and should not
be directly involved in the day-to-day manage-
ment of the business area. The employees con-
ducting the review should also be able to report
their findings directly to senior management or
the board.

EXAMINER REVIEW OF
INTERNAL AUDIT

The examination procedures section describes
the steps the examiner should follow when
conducting a review of the work performed by
the internal auditor. The examiner’s review and
evaluation of the internal audit function is a key
element in determining the scope of the exami-
nation. In most situations, the competence and
independence of the internal auditors may be
reviewed on an overall basis; however, the
adequacy and effectiveness of the audit program
should be determined separately for each exami-
nation area.

The examiner should assess if the work per-
formed by the internal auditor is reliable. It is
often more efficient for the examiner to deter-
mine the independence and/or competence of
the internal auditor before addressing the
adequacy and/or effectiveness of the audit pro-
gram. If the examiner concludes that the internal
auditor possesses neither the independence nor
the competence deemed appropriate, the exam-
iner must also conclude that the internal audit
work performed is not reliable. Accordingly, a
review of such work may not be necessary.

The Federal Reserve recognizes that the fre-
quency of internal audit procedures should be
based on an evaluation of risk associated with
each area of interest. There may be situations in
which the associated risk is considered minimal
due to the materiality of the amounts involved,
the internal control procedures followed, the
bank’s history in a particular area, or other
factors. For example, in many large banks with
extensive branch systems, internal audits of cash
on hand at the branches may be scheduled on a
rotating basis once every one or two years. A
rotating cash-count program is frequently com-
bined with periodic surprise cash counts by
branch officers. In this and similar situations, the
examiner may conclude that sufficient evidence
exists to accept the frequency followed by the
internal auditor.

The examiner should indicate in the report of
examination any significant deficiencies concern-
ing the internal audit function. Furthermore, the
examiner should review with management any
significant deficiencies noted in the previous
report of examination to determine if these
concerns have been appropriately addressed.

Program Adequacy and Effectiveness

An examiner should consider the following
factors when assessing the adequacy of the
internal audit program—

• scope and frequency of the work performed,
• content of the programs,
• documentation of the work performed, and
• conclusions reached and reports issued.

The scope of the internal audit program must be
sufficient to attain the audit objectives. The
frequency of the audit procedures performed
should be based on an evaluation of the risk
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associated with each targeted area under audit.
Among the factors that the internal auditor
should consider in assessing risk are the nature
of the operation of the specific assets and
liabilities under review, the existence of appro-
priate policies and internal control standards, the
effectiveness of operating procedures and inter-
nal controls, and the potential materiality of
errors or irregularities associated with the spe-
cific operation.

To further assess the adequacy and effective-
ness of the internal audit program, an examiner
needs to obtain audit workpapers. Workpapers
should contain, among other things, audit work
programs and analyses that clearly indicate the
procedures performed, the extent of the testing,
and the basis for the conclusions reached.

Although audit work programs are an integral
part of the workpapers, they are sufficiently
important to deserve separate attention. Work
programs serve as the primary guide to the audit
procedures to be performed. Each program
should provide a clear, concise description of
the work required, and individual procedures
should be presented logically. The detailed pro-
cedures included in the program vary depending
on the size and complexity of the bank’s opera-
tions and the area subject to audit. In addition,
an individual audit work program may encom-
pass several departments of the bank, a single
department, or specific operations within a
department. Most audit programs include proce-
dures such as—

• surprise examinations, where appropriate;
• maintenance of control over records selected

for audit;
• review and evaluation of the bank’s policies

and procedures and the system of internal
control;

• reconciliation of detail to related control
records; and

• verification of selected transactions and bal-
ances through procedures such as examination
of supporting documentation, direct confirma-
tion and appropriate follow-up of exceptions,
and physical inspection.

The internal auditor should follow the specific
procedures included in all work programs to
reach audit conclusions that will satisfy the
related audit objectives. Audit conclusions
should be supported by report findings; such
reports should include, when appropriate, rec-
ommendations by the internal auditor for any

required remedial actions.
The examiner should also analyze the internal

reporting process for the internal auditors’ find-
ings, since required changes in the bank’s inter-
nal controls and operating procedures can be
made only if appropriate officials are informed
of the deficiencies. This means that the auditor
must communicate all findings and recommen-
dations clearly and concisely, pinpointing prob-
lems and suggesting solutions. The auditor also
should submit reports as soon as practical, and
the reports should be routed to those authorized
to implement the suggested changes.

The final measure of the effectiveness of the
audit program is a prompt and effective man-
agement response to the auditor’s recommenda-
tions. The audit department should determine
the reasonableness, timeliness, and complete-
ness of management’s response to their recom-
mendations, including follow-up, if necessary.
Examiners should assess management’s response
and follow up in those instances where it is
either incomplete or unreasonable.

EXTERNAL AUDITS

The Federal Reserve requires bank holding com-
panies with total consolidated assets of $500 mil-
lion or more to have annual independent audits.
Generally, banks must have external audits for
the first three years after obtaining FDIC insur-
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ance (an FDIC requirement) and upon becoming
a newly chartered national bank (an OCC
requirement). The Securities and Exchange Com-
mission (SEC) also has a longstanding audit
requirement for all public companies, which
applies to bank holding companies that are SEC
registrants and to state member banks that are
subject to SEC reporting requirements pursuant
to the Federal Reserve’s Regulation H.

For insured depository institutions with fiscal
years beginning after December 31, 1992,
FDICIA, through its amendments to the FDIC
Act, requires annual independent audits for all
FDIC-insured banks that have total assets in
excess of $500 million.

Independent audits enhance the probability
that financial statements and reports to the FRB
and other financial statement users will be
accurate, and help detect conditions that could
adversely affect banking organizations, the FRB,
or the public. The independent audit process
also subjects the internal controls and the
accounting policies, procedures, and records of
each banking organization to periodic review.

The bylaws of many banks require certain
audit procedures, as determined by state law or
the board of directors, be performed periodi-
cally. Such procedures are often referred to as
directors’ examinations. External auditors fre-
quently assist with directors’ examinations and
in many cases, these auditors are CPAs. Occa-
sionally, however, the work may be performed
by individuals who are not CPAs, but who are
familiar with audit requirements. In other
instances, the directors may consider the inter-
nal audit program sufficient to satisfy the
requirement. The directors should participate in
the directors’ examinations, at least to the extent
of appraising the bank’s policies and the proce-
dures used to attain policy objectives, including
the review of the FRB report of examination
with the auditors.

Banks often employ external auditors and
other specialists to assist management in spe-
cialized fields, such as taxation and management
information systems. External auditors and con-
sultants often conduct in-depth reviews of the
operations of specific bank departments; the
reviews might focus on operational procedures,
personnel requirements, or other specific areas
of interest. After completing the reviews, the
auditors may recommend that the bank strengthen
controls and/or improve efficiency.

External auditors provide services at various
times during the year. Financial statements are

examined annually. Generally, the process com-
mences in the latter part of the year, with the
report issued as soon thereafter as possible.
Other types of examinations or reviews are
performed at various dates on an as-required
basis.

The examiner is interested in the work per-
formed by external auditors for three principal
reasons. First, situations will arise where inter-
nal audit work is not being performed, or where
such work is deemed to be of limited value to
the examiner. Second, the work performed by
external auditors may affect the amount of
testing the examiner must perform. Third, exter-
nal audit reports often provide the examiner
with information pertinent to the examination of
the bank.

The major factors that should be considered
in evaluating the work of external auditors are
similar to those applicable to internal auditors,
namely, the competence and independence of
the auditors and the adequacy of the audit
program.

Certified Public Accountants

This section discusses the standards for compe-
tence and independence of certified public
accountants (CPAs), as well as the standards
required in connection with their audits.

Standards of Conduct

The Code of Professional Ethics for CPAs who
are members of the American Institute of Cer-
tified Public Accountants (AICPA) requires that
audits be performed according to generally
accepted auditing standards (GAAS). GAAS, as
distinct from generally accepted accounting prin-
ciples, or GAAP, are concerned with the audi-
tor’s professional qualifications, the judgment
the auditor exercises in the performance of an
audit, and the quality of the audit procedures.

On the other hand, GAAP represents all of the
conventions, rules, and procedures that are nec-
essary to define accepted accounting practices at
a particular time. GAAP includes broad guide-
lines of general application and detailed prac-
tices and procedures that have been issued by
the Financial Accounting Standards Board
(FASB), the AICPA, the SEC, or other authori-
tative bodies that set accounting standards. Thus,
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GAAP provides guidance on financial reporting
matters.

Generally Accepted Auditing Standards

GAAS is grouped into three categories: general
standards, standards of field work, and standards
of reporting.

The general standardsrequire that the audit be
performed by a person or persons having ad-
equate technical training and proficiency; that
independence in mental attitude be maintained;
and that due professional care be exercised in
the performance of the audit and the preparation
of the report.

Standards of field workrequire that the work be
adequately planned; assistants, if any, be prop-
erly supervised; a proper study and evaluation of
existing internal controls be made for determin-
ing the audit scope and the audit procedures to
be performed during the audit; and sufficient
evidence be obtained to formulate an opinion
regarding the financial statements under audit.

Standards of reportingrequire that the CPA state
whether the financial statements are presented in
accordance with GAAP. The application of
GAAP in audited financial statements and
reports must achieve the fundamental objectives
of financial accounting, which is to provide
reliable financial information about the eco-
nomic resources and obligations of a business
enterprise. In addition, the informative disclo-
sures in the financial statements must follow
GAAP, or the CPA must state otherwise in the
report.

GAAS recognizes that management—not the
CPA—has primary responsibility for the prepa-
ration of the financial statements and the pre-
sentations therein. The auditor’s responsibility
is to express an opinion on the financial state-
ments. GAAS (or the audit requirements previ-
ously set forth) requires that audits cover the
following financial statements: balance sheet,
income statement, statement of changes in stock-
holders’ equity, and statement of cash flows.

GAAS requires that CPAs plan and perform
auditing procedures to obtain reasonable assur-
ance that financial statements are free from
material misstatement. Under GAAS, an audit
includes examining on a test basis, and should

include evidence supporting the amounts and
disclosures in the financial statements. An audit
also includes assessing the accounting principles
used and significant estimates made by manage-
ment, as well as evaluating the overall financial
statement presentation.

Independence

In the performance of their work, CPAs must be
independent of those they serve. Traditionally,
independence has been defined as the ability to
act with integrity and objectivity. In accordance
with the rule on independence included in the
Code of Professional Ethics and related AICPA
interpretations, the independence of a CPA is
considered to be impaired if, during the period
of his or her professional engagement, the CPA
or his or her firm had any direct or material
indirect financial interest in the enterprise, or
had any loan to or from the enterprise or any
officer, director, or principal stockholder thereof.
The latter prohibition does not apply to the
following loans from a financial institution when
made under normal lending procedures, terms,
and requirements:

• automobile loans and leases collateralized by
the automobile;

• loans in the amount of the cash surrender
value of a life insurance policy;

• borrowings fully collateralized by cash depos-
its at the same financial institution (for exam-
ple, passbook loans); and

• credit cards and cash advances under lines of
credit associated with checking accounts with
aggregate unpaid balances of $5,000 or less.

Such loans must, at all times, be kept current by
the CPA as to all terms.

Other loans have been grandfathered by the
AICPA under recent ethics interpretations. These
other loans (mortgage loans, other secured loans,
and loans not material to the AICPA member’s
net worth) must, at all times, be current as to all
terms and shall not be renegotiated with the
client financial institution after the latest of—

• January 1, 1992;
• the date that the financial institution first

becomes a client;
• the date the loans are sold from a nonclient
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financial institution to the client financial
institution; or

• the date of becoming a member in the AICPA.

The examiner may decide under certain cir-
cumstances to test the independence of the CPA
through reviews of loan listings, contracts, stock-
holder listings, and other appropriate measures.
Concerns about independence should be identi-
fied in the report of examination.

External Audit Reports

The external auditor generates various types of
reports and other documents. These reports
typically include:

• The standard audit report, which is generally a
one-page document.

• A ‘‘management letter’’ in which the auditor
confidentially presents detailed findings and
recommendations to management.

• In some cases, reports from the auditor to
regulators during the audit period.

The major types of standard audit reports will
never have a heading or other statement in the
report that identifies which type it is. Rather, the
type of report is identified by certain terminol-
ogy used in the text of the report. The major
types of standard audit reports are:

The unqualified report—sometimes referred to
as a ‘‘clean opinion.’’ This type states that the
financial statements are ‘‘presented fairly’’ in
conformity with GAAP, and that the necessary
audit work was done.

The qualified report—which may generally have
the same language as the unqualified report but
will use the phrase ‘‘except for’’ or some other
qualification to indicate that some problem
exists. The type of problems includes a lack of
sufficient evidential matter, restrictions on the
scope of audit work, or departures from GAAP
in the financial statements. This type of report is
not necessarily negative, but indicates that the
examiner should ask additional questions of
management.

An adverse report—which basically concludes
that the financial statements are not presented
fairly in conformity with GAAP. This type of

report is rarely issued because auditors and
management usually work out their differences
in advance.

A disclaimer—which expresses no opinion on
the financial statements. CPAs may issue a
disclaimer when they have concluded that sub-
stantial doubt exists about the ability of the
institution to continue as a going concern for a
reasonable period of time. This disclaimer
is intended to indicate that the CPA is
not assuming any responsibility for these
statements.

External Audit Review

The examination procedures section describes
the steps the examiner should follow when
conducting a review of the work performed by
the CPA.

The Federal Reserve has concluded that in
view of its objectives regarding the reliance
placed on the work performed by CPAs, the
examiner should conduct an in-depth review of
the competence and independence of the CPA
only in unusual situations because of the profes-
sional and ethical standards of the public
accounting profession. One such situation would
be a recent change in CPAs by a bank, particu-
larly if the change was made after an audit was
commenced.

Ordinarily, it is not necessary to make specific
tests to determine independence. However, there
may be occasions when the examiner has suffi-
cient reason to question the independence of a
CPA or the quality of his or her work. For
example, the examiner may discover that during
the period of a CPA’s professional engagement,
which includes the period covered by the finan-
cial statements on which the CPA has expressed
an opinion, the CPA or a member of his or her
firm—

• had a direct financial interest in the bank;
• was connected with the bank in a capacity

equivalent to that of a member of management
or was a director of the bank;

• maintained, completely or in part, the books
and records of the bank and did not perform
audit tests with respect to such books and
records; or

• had a prohibited loan from the bank (as
discussed earlier).
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In these and similar instances, the CPA would
not have complied with professional standards.

The examiner should determine the scope of
the CPA’s examination by reviewing the most
recent report issued by the CPA. If the audit is in
progress or is planned to commence in the near
future, the examiner should review any engage-
ment letter to the bank from the CPA. The
examiner also should obtain and review any
adjusting journal entries suggested by the CPA
at the conclusion of the examination. This should
be done to determine whether such entries were
the result of breakdowns in the internal control
structure and procedures for financial reporting.

Under certain circumstances, a CPA may
issue a qualified or adverse opinion, or may
disclaim an opinion on a bank’s financial state-
ments. In such circumstances, the examiner
should first determine the reasons for the par-
ticular type of opinion issued. If the matters
involved affect specific areas of the bank’s
operations, a review of this work performed by
the CPA may help the examiner understand the
problem that gave rise to this opinion.

Limitations of Audits and Audited
Financial Statements

Although auditing standards are designed to
require the use of due care and objectivity, a
properly designed and executed audit does not
necessarily guarantee that all misstatements of
amounts or omissions of disclosure in the finan-
cial statements have been detected. Moreover, a
properly designed and executed audit does not
guarantee that the auditor addressed FRB safety
and soundness considerations. Examination per-
sonnel should be cognizant of the limitations
inherent in an audit. The following examples
illustrate some common limitations of audits:

• The auditor is not responsible for deciding
whether an institution operates wisely. An
unqualified audit report means that the trans-
actions and balances are reported in accor-
dance with GAAP. It does not mean that the
transactions made business sense, that the
associated risks are managed in a safe and
sound manner, or that the balances can be
recovered upon disposition or liquidation.

• The auditor’s report concerning financial state-
ments does not signify that underwriting stan-
dards, operating strategies, loan monitoring

systems, and workout procedures are adequate
to mitigate losses if the environment changes.
The auditor’s report that financial statements
present fairly the bank’s financial position is
based upon the prevailing evidence and cur-
rent environment, and indicates that reported
assets can be recovered in the normal course
of business. In determining that reported assets
can be recovered in the normal course of
business, the auditor attempts to understand
financial reporting internal controls and can
substitute other audit procedures when these
controls are weak or nonexistent.

• The quality of management and how it man-
ages risk are not considered in determining
historical cost and its recoverability. Although
certain assets and instruments are marked-to-
market (for example, trading accounts), GAAP
generally uses historical cost as the basis of
presentation. Historical cost assumes that the
entity is a going concern. The going concern
concept allows certain mark-to-market losses
to be deferred because management believes
the cost basis can be recovered during the
remaining life of the asset.

• GAAP financial statements offer only limited
disclosures of risks, uncertainties, and the
other safety and soundness factors on which
the institution’s viability depends.

• For purposes of determining the level of loan
loss reserves, GAAP does not consider losses
that are ‘‘more likely than not,’’ ‘‘reasonably
possible,’’ or ‘‘likely’’ to occur in future
periods. Under GAAP, loan loss reserves are
provided for ‘‘probable losses’’ and for losses
currently ‘‘inherent’’ (that is, anticipated future
charge-offs based on current repayment char-
acteristics) in the portfolio.

Communication with External
Auditors

GAAS requires that the external auditor can
consider regulatory authorities as a source of
competent evidential matter when conducting an
audit of the financial statements of a banking
organization. Accordingly, the external auditor
may review communications from, and make
inquiries of, the regulatory authorities.

Generally, the Federal Reserve encourages
auditors to attend examination exit conferences
upon completion of the examiner’s field work or
other meetings concerning examination findings
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between supervisory examiners and an institu-
tion’s management or board of directors (or a
committee thereof). Banks should ensure that
their external auditors are informed in a timely
manner of scheduled exit conferences and other
relevant meetings with examiners and of the
FRB’s policies regarding auditor attendance at
such meetings.

When other conferences between examiners
and management are scheduled (those that do
not involve examination findings that are rel-
evant to the scope of the external auditor’s
work), the institution should first obtain the
approval of the appropriate Federal Reserve
Bank personnel for the auditor to attend the meet-
ings. The Interagency Policy Statement of
July 23, 1992, does not preclude the Federal
Reserve from holding meetings with the man-
agement of banks without auditor attendance or
from requiring that the auditor attend only
certain portions of the meetings.

The Interagency Policy Statement was issued
to improve coordination and communication
between external auditors and examiners. Ex-
amination personnel should provide banking
organizations with advance notice of the starting
date of the examination when appropriate, so
management can inform external auditors in
advance and facilitate the planning and sched-
uling of their audit work.

Some institutions prefer that audit work be
completed at different times than examination
work to reduce demands upon their staff mem-
bers and facilities. Other institutions prefer to
have audit work and examination work per-
formed during similar periods so the institu-
tion’s operations are affected only at certain
times during the year. By knowing when exami-
nations are planned, institutions have the flex-
ibility to schedule external audit work concur-
rent with, or separate from, examinations.

Meetings and Discussions Between
External Auditors and Examiners

An external auditor may request a meeting with
the FRB regulatory authorities involved in the
supervision of the institution or its holding
company during or after completion of exami-
nations to inquire about supervisory matters
relevant to the institution under audit. External
auditors should provide an agenda in advance.
The FRB regulatory authorities will generally

request that management of the institution under
audit be represented at the meeting. In this
regard, examiners generally will only discuss
with an auditor examination findings that have
been presented to bank management.

In certain cases, external auditors may wish to
discuss with examiners matters relevant to the
institution without bank management represen-
tation. External auditors may request such con-
fidential meetings with the FRB regulatory au-
thorities, who may also request such meetings
with the external auditor.

Information Required to Be Made
Available to External Auditors

Section 931 of the Financial Institutions Re-
form, Recovery, and Enforcement Act of 1989
(FIRREA) and section 112 of FDICIA pertain to
depository institutions insured by the FDIC that
have engaged the services of an external auditor
to audit the banking organization within the past
two years. FIRREA and FDICIA require banks
to provide the auditor with copies of the most
recent Report of Condition (call report) and
report of examination, and pertinent correspon-
dence or reports received from its regulator. This
information is to be provided to the external
auditor by the bank under audit, not by the FRB.

In addition, banking organizations must pro-
vide the independent auditor with:

• A copy of any supervisory memorandum of
understanding or written agreement between a
federal or state banking agency and the bank
put into effect during the period covered by
the audit.

• A report of any formal action taken by a
federal or state banking agency during such
period, or any civil money penalty assessed
with respect to the bank or any banking
organization affiliated party.

Regulatory personnel should ascertain if the
banking organization is in compliance with the
requirements of section 931 of FIRREA (12
USC 1817(a)) and report instances of noncom-
pliance in the report of examination.

Confidentiality of Supervisory Information

While the policies of the FRB regulatory author-
ities permit external auditors to have access to

Internal Control 1010.1
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the information described above, institutions
and their auditors are reminded that information
contained in examination reports, inspection
reports, and supervisory discussions—including
any summaries or quotations—is confidential
supervisory information and must not be dis-
closed to any party without the written permis-
sion of the FRB. Unauthorized disclosure of
confidential supervisory information may lead
to civil and criminal actions and fines and other
penalties.

AUDIT COMMITTEE OVERSIGHT

Internal and external auditors will not, in all
likelihood, feel free to assess the bank’s opera-
tions if their independence is compromised.
This can sometimes happen when internal and
external auditors report solely to senior manage-
ment instead of to the board of directors.

The independence of internal and external
auditors is increased when they report to an
independent audit committee (one made up of
external directors who are not members of the
bank’s management). The auditors’ indepen-
dence is enhanced when the audit committee
takes an active role in approving the internal and
external audit scope and plan.

The role of the independent audit committee
is growing in importance. The audit commit-
tee’s duties may include overseeing the internal
audit function, such as approving salary, hiring,
and firing decisions relating to senior staff level
positions; approving or recommending the
appointment of external auditors and the scope
of external audits and other services; providing
the opportunity for auditors to meet and discuss
findings apart from management; reviewing with
management and external auditors the year-end
financial statements; and meeting with regula-
tory authorities.

1010.1 Internal Control
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Internal Control
Examination Objectives
Effective date May 1993 Section 1010.2

1. To determine whether internal and external
audit functions exist.

2. To evaluate the independence of those who
provide the internal and external audit
functions.

3. To evaluate the competence of those who
provide the internal and external audit
functions.

4. To determine adequacy of the procedures
performed by the internal and external
auditors.

5. To determine, based upon the criteria above,
if the work performed by internal and
external auditors is reliable.

Commercial Bank Examination Manual March 1994
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Internal Control
Examination Procedures
Effective date May 1993 Section 1010.3

This examination program must be used in
conjunction with the audit function question-
naire section to review the bank’s internal and
external audits and the audit procedures they
encompass. The audit guidelines are general and
all sections or questions will not be applicable to
every bank.
Prior to reviewing any specific audit proce-

dures, the examiner should first determine the
independence and competence of the auditors. If
the examiner believes the auditors to be both
competent and independent, he or she should
then determine the acceptability of their work.
Based on the answers to the audit function
questions and on the auditor’s work, the
examiner must then determine the scope of the
examination.
The program and related supporting documen-

tation should be completed in an organized
manner and should be retained as part of the
examination workpapers.
Upon completion of the program, the exam-

iner should be able to formulate a conclusion on
the adequacy of audit coverage. Conclusions of
weaknesses in the internal audit work being
performed at the bank should be summarized for
inclusion in the report of examination. Signifi-
cant recommendations should be discussed with
bank management and noted in the question-
naire and in the report of examination. If rec-
ommendations are made orally, a memorandum
of the discussion should be prepared and
included in the workpapers.

INTERNAL AUDITORS

1. Organizational Structure of the Audit
Department
Review the bylaws and the organization

chart of the bank and the minutes of the
board’s audit/examining committee to de-
termine how effectively the board of direc-
tors is discharging its responsibility.

2. Independence of the Audit Function
Interview the auditor and observe the

operation of the audit department to deter-
mine its functional responsibilities.

3. Auditors’ Qualifications
Review biographical data and interview

the auditor to determine his or her ability to
manage the auditor’s responsibility in the
bank.

4. Audit Staff Qualifications

Review the biographical data and inter-
view the management staff of the audit
department to determine their qualifications
for their delegated responsibilities.

5. Content and Utilization of the Audit Fre-
quency and Scope Schedule

Review the organization chart(s) and the
bank’s chart of accounts to determine the
adequacy of the audit program.

6. Audit Department Participation in Systems
Design Projects

Determine through interview of the audi-
tor and appropriate staff members, and doc-
umentation review, the department’s role in
automated and/or manual systems design.

7. Audit Manual

Review the audit manual(s) and associ-
ated internal control questionnaires to
determine the sufficiency of the prescribed
procedures for the accomplishment of the
objectives.

8. Maintenance of Audit Records

Review a sample of the audit reports and
associated workpapers to determine compli-
ance with prescribed procedures and proper
documentation.

9. Audit Department’s Formal Reporting
Procedures

Review all auditor’s reports to the board
of directors (audit/examining committee)
and a representative sample of the depart-
mental and/or functional reports; consider
their distribution and follow-up procedures;
determine how effectively the audit depart-
ment responsibility is discharged.

10. Use and Effectiveness of Audit Computer
Programs

Interview the auditor and/or the appro-
priate staff members regarding the use of
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the computer and access to the files for audit
purposes.

EXTERNAL AUDITORS

Where certified public accountants or consulting
firms have been engaged by the bank for state-
ment certification, operational reviews, or
appraisal of the audit function, review the most
recent reports and management letters.

REGULATORY EXAMINATIONS

Review the most recent examination report and
interview the auditor to determine his or her
responsibilities in this area.

GENERAL

1. Review the following items with appropriate
bank management or prepare a memorandum
to other examining personnel for use in
reviewing with management—
a. the adequacy of the internal audit program;
b. instances where the internal audit depart-

ment has failed to carry out the audit
program; and

c. outstanding internal/external audit report
comments.

2. Prepare comments to be included in the
report of examination.

3. Prepare a memorandum and update the work-
papers with any information that will facili-
tate future examinations.

1010.3 Internal Control: Examination Procedures
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Internal Control
Audit Function Questionnaire
Effective date May 1993 Section 1010.4

Review the documentation as instructed in the
examination procedures section to answer the
following audit function questions. Where appro-
priate, supporting documentation and pertinent
information should be retained or noted under
comments.

ORGANIZATIONAL STRUCTURE
OF THE AUDIT DEPARTMENT

1. Has the board of directors delegated respon-
sibility for the audit function? If so, to
whom?

2. Has the board of directors established an
audit committee?
a. Is it comprised solely of outside

directors?
3. Are the members of the audit commit-

tee qual ified for their part icular
responsibilities?

4. Does the audit committee meet with and
review reports issued by the auditor? If so,
how often?

5. Are the audit committee meetings with the
auditor closed to bank personnel?

6. Do the minutes of the audit committee
indicate an appropriate interest in the
activities and findings?

7. Does the auditor report to the board of
directors, the audit committee, or an exec-
utive officer sufficiently high in the bank’s
hierarchy? If so, which one and, if not, to
whom?

INDEPENDENCE OF THE AUDIT
FUNCTION

8. Is the audit department functionally segre-
gated from operations in the organiza-
tional structure?

9. Does the audit committee review and/or
approve the budget and salary of the
auditor? If not, who does?

10. Are the reporting procedures of the auditor
independent of the influence of any oper-
ating personnel?

11. Has the audit staff been relieved of respon-
sibility for conducting continuous audits?

12. Has the audit department been relieved of

responsibility for maintaining duplicate
records?

13. Do the responsibilities of the audit staff
exclude any duties to be performed in lieu
of operating personnel, such as preparation
or approval of general ledger entries, offi-
cial checks, daily reconcilements, dual
control, etc.?

AUDITOR’S QUALIFICATIONS

14. Are the auditor’s academic credentials
comparable to other bank officers who
have major responsibilities within the
organization?

15. Is he/she certified (or in the process of
becoming certified) as a chartered bank
auditor, certified internal auditor, or certi-
fied public accountant? If yes, which
one(s)?

16. Is his/her experience in both auditing and
banking comparable both in quality and in
duration to that required of the officers
assigned major responsibilities?

17. Does he/she communicate and relate well
with all levels of personnel?

18. Does the auditor demonstrate a commit-
ment to continuing education and a current
knowledge of the latest development in
banking and auditing technology?

19. Is the auditor dedicated to the standards
and ethics of his/her profession (such as
those published by the Bank Administra-
tion Institute, the Institute of Internal
Auditors, and the American Institute of
Certified Public Accountants)?

AUDIT STAFF QUALIFICATIONS

20. Is the audit staff sufficient in number to
perform its tasks adequately?

21. Is the staff adequately experienced in
auditing and banking?

22. Are members of the staff experienced in
specialized areas, such as EDP, foreign
exchange trading, trust, and subsidiary
activities of the bank?

23. Is there a formal audit training program in
effect?
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24. Is the number of unfilled vacancies on the
audit staff considered reasonable?

25. Is the amount of audit personnel turnover
acceptable?

26. Does management have plans to improve
its audit capability, if needed?

CONTENT AND UTILIZATION OF
THE AUDIT FREQUENCY AND
SCOPE SCHEDULE

27. Is the audit program formalized and there-
fore on record as a commitment that can
be analyzed and reviewed?

28. Are all important bank functions and ser-
vices identified as subjects of the audits?

29. Does the audit program include proce-
dures necessary to assure compliance with
the Federal Election Campaign Act and
the Foreign Corrupt Practices Act?

30. Does the internal audit department have
access to all reports, records, and minutes?

31. Is the program periodically reviewed,
where necessary, to adapt it to changing
conditions?

32. Does the frequency and scope schedule
require approval by the audit committee,
the board of directors, regulatory authori-
ties, or others?
a. If so, by whom and has such approval

been obtained?
33. Does the frequency and scope schedule

comply with state statutory requirements,
if any, of internal audits, including mini-
mum audit standards?

34. Does the auditor periodically report his/
her progress in completing the frequency
and scope schedule to the board’s audit
committee?
a. If not to the board’s audit committee, to

whom?
b. Does the committee approve significant

deviations, if any, in the original
program?

35. Does the auditor prepare a time budget?
a. Are budgeted versus actual time

analyses used as a guide in forward
planning?

36. Does the depth of coverage appear to be
sufficient?

37. Are different entry dates and time periods
between reviews scheduled so as to frus-

trate reliable anticipation of entry dates by
auditees?

38. Is the bank’s possession of all assets owned
or managed in fiduciary capacities sub-
jected to verification?

39. Are controls on opening and closing gen-
eral ledger and subsidiary accounts ade-
quate and is the auditor formally advised
of any changes?

40. If the bank has automated systems, does
the program call for the application of
independently prepared computer pro-
grams that employ the computer as an
audit tool?

41. Will the audit staff examine the documen-
tation of all bank systems and produce
their own documentation?

42. Are all service-related activities not spe-
cifically manifested in general ledgers
accounts subject to adequate periodic
review (for example, supervisory regula-
tions, security, vacation policy, purchases,
traveler’s checks, and safekeeping)?

43. Will appraisals of administrative control
be made for each function, yielding audit
comments and suggestions for improve-
ments of operational efficiency?

AUDIT DEPARTMENT
PARTICIPATION IN SYSTEMS
DESIGN PROJECTS

44. Is there a formal or informal procedure for
notifying the auditor of contemplated new
systems or systems modifications in the
early planning stages?

45. Is the auditor a member of an executive
systems planning or steering committee?
a. If not, does the auditor have access

to and review the minutes of such
committees?

46. Does an audit representative review the
activities of systems design teams for audit
and internal control requirements?
a. Is the specialized training and experi-

ence of the audit staff sufficient to
support effective reviews?

47. Does the audit department avoid over-
participation in systems design, modifica-
tion, and conversion?

48. Is the auditor’s ‘‘sign-off’’ on new or
modified systems restricted to control and
audit trail features?

1010.4 Internal Control: Audit Function Questionnaire
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AUDIT MANUAL

49. Has responsibility for the establishment
and maintenance of the audit manual been
clearly assigned?

50. Does the audit manual require approval by
the board of directors, the audit commit-
tee, or others?
a. If so, has such approval been obtained?

51. Is the content of the audit manual indepen-
dent of adverse influence of other interests,
such as operating management or indepen-
dent CPAs?

52. Is the audit manual current, and are proce-
dures for keeping the manual current
adequate?

53. Does the audit manual contain the scope
and objective of each audit?

54. Does it provide for valid deviations from
audit procedures to be officially approved
by audit management?

55. Do audit procedures provide for the
follow-up of exceptions noted in previous
audits?

56. Does it prescribe that each audit procedure
be cross-referenced to the appropriate
audit workpapers?

57. Must an auditor initial each program step
as testimony of his/her performance?

58. Does it prescribe that full control be estab-
lished at the time of entry over the records
selected for audit?

59. Is proof of subsidiary to control records
required?

60. Are subsidiary direct verification pro-
grams covering all forms of customer
deposit, loan, safekeeping, collateral, col-
lection, and trust accounts included?

61. Are flow charts called for as evidence of
thorough analytical auditing?

62. Do the procedures employ scientific sam-
pling techniques with acceptable relia-
bility and precision?

63. Does the audit manual provide for the
resolution of exceptions and deficiencies?

64. Does the audit manual contain provisions
for report format and content and an ex-
pression of the opinion of the auditor
regarding the adequacy, effectiveness, and
efficiency of internal controls?

65. For each audit, do audit procedures pro-
vide for a documented method of assuring
audit management that a proper study and
evaluation of existing internal controls has

been made, such as an internal control
questionnaire or memorandum?

66. Does the audit manual contain a provision
for a review and update of the procedures
for each audit, where required, upon its
completion?

67. Does the audit manual make provision for
the maintenance of a permanent file for
audits conducted?

68. Does the audit manual contain provisions
for the formal, standardized preparation
and maintenance of workpapers?

69. Are applicable statutory and regulatory
requirements included in the audit
procedures?

MAINTENANCE OF AUDIT
RECORDS

70. Are workpapers arranged and maintained
for filing and reference in—
a. the current file and
b. the permanent file?

71. Is a reasonable record retention schedule
and departmental index maintained for
audit records?

72. Are audit procedures being complied with
during each audit?

73. Do the workpapers contain evidence of
all significant deviations from audit pro-
cedures with the approval of audit
management?

74. Are procedures for preparing and main-
taining workpapers being adhered to?

75. Do workpapers contain a copy of the audit
report; an adequate index; an internal con-
trol questionnaire; audit procedures; and
other appropriate material?

76. Are workpapers numbered, indexed, and
cross referenced to audit procedures and
the workpaper index?

77. Is each workpaper dated and initialed by
the preparer?
a. Are sources of data clearly shown?
b. Are tick marks explained?

78. From the workpapers, can it be determined
how various sample sizes were deter-
mined, judgment or scientific, including
range and confidence level?

79. Do workpapers contain evidence that
supervisory personnel of the audit depart-
ment have reviewed the workpapers and
resultant findings?

80. Are all significant and/or unresolved excep-

Internal Control: Audit Function Questionnaire 1010.4
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tions noted in workpapers required to be
included in the report?

81. Are applicable statutory and/or regulatory
requirements being complied with?

AUDIT DEPARTMENT’S FORMAL
REPORTING PROCEDURES

82. Does the auditor submit formal reports?
a. If so, to whom?

83. Do the reports convey to the reader the
auditor’s general observation of the condi-
tion of the operation of the department or
function?
a. Do they adequately reflect the scope of

the audit?
b. Do they contain an opinion of the

auditor regarding the adequacy, effec-
tiveness, and efficiency of internal
controls?

c. Do they call for a prompt response,
where appropriate?

84. With regard to audit exceptions and rec-
ommendations, is the method of resolving
differences of opinion between audit and
operating management effective?

85. Does the auditor maintain a formal record
of all audit reports that contain unresolved
recommendations and exceptions?

86. Are exceptions and recommendations
generally resolved within 90 days?

87. Are audit reports submitted promptly?
88. Are responses received promptly?

USE AND EFFECTIVENESS OF
AUDIT COMPUTER PROGRAMS

89. What audit computer programs are used
and what are their purposes?

90. Is there a member of the audit staff qual-
ified to write and/or appraise the quality of
audit computer programs?

91. Is the auditor satisfied that he or she has
sufficient ‘‘free access’’ to the computer
files?

92. Are audit programs run on request?
93. Do direct verification programs allow the

auditor flexibility in selecting the criteria
to be used in determining the sample?

94. Have procedures been established for the
development andmaintenance of documen-
tation for audit computer programs?
a. Are they adhered to?

95. Are changes to audit programs controlled?

EXTERNAL AUDIT ACTIVITIES

96. Where state, federal, or supervisory regu-
lations or stock exchange listing require
an independent CPA audit, did the bank
comply?
a. If so, was the opinion rendered by the

accounting firm unqualified?
b. If not, has the auditor taken appropri-

ate action in the resolution of any
deficiencies?

97. Does the bank policy prohibit loans to its
external auditor or the engagement of an
external auditor who is a stockholder?
a. If not, has the board considered the

materiality of any existing transactions
regarding the auditor’s independence?

98. Has an external auditor been engaged to
perform special reviews of specific depart-
ments or areas of the bank since the
previous examination?
a. If deficiencies were cited, have they

been corrected?
99. Has the same public accounting firm been

engaged for the prior two years? If not,
obtain a reason for change.

100. Have management letters from the exter-
nal auditors or other reports from consult-
ants been presented to management since
the last examination?

101. Do deficiencies in management letters
receive appropriate attention?

102. Are the notes pertaining to the financial
statements reviewed for any information
that may allude to significant accounting
or control problems?

103. Does the report of examination and/or the
management letter submitted by the public
accounting firm comprehensively define
the scope of the examination conducted?

REGULATORY EXAMINATION
ACTIVITIES

104. Does the internal audit department have
access to the examination reports?

105. Does it investigate the reasons for adverse
comments and recommendations in the
examination reports?

106. Does it monitor the progress in deal-
ing wi th these comments and
recommendations?

1010.4 Internal Control: Audit Function Questionnaire
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Federal Reserve System Surveillance Program
Effective date May 1996 Section 1020.1

INTRODUCTION

Under the Federal Reserve System Surveillance
Program (the program), financial data are moni-
tored on an ongoing basis. Information gener-
ated through the surveillance process is used to
monitor the financial condition of banks between
examinations, assist in setting examination
schedules, and allocate supervisory or examina-
tion resources to institutions with deteriorating
financial conditions.

The program consists of three components:

1. Surveillance screen of bank financial data. A
process that identifies banks that may have
financial weaknesses or deficiencies is con-
ducted at the Board and referred to as
‘‘screening.’’

2. Analysis based on the Uniform Bank Perfor-
mance Report (UBPR). This is used to spot
trends and changes in banks’ financial con-
ditions and to determine if companies iden-
tified by the screening effort require further
review. The analysis is performed by Reserve
Bank analysts and examiners.

3. Corrective action and follow-up. These efforts
ensure that identified problems are monitored
until they can be corrected or resolved, and
are performed by the Board and Reserve
Banks.

ROLES IN THE EXAMINATION
PROCESS

The program has two important roles in the
examination process. The examiner can use the
program to help identify weak or deteriorating
banks, which can then be scheduled for targeted,
limited-scope, or full-scope examinations. The
program can also be used to begin preparing for
an examination before arriving at a bank.

CAMELS Rating Updates

Reserve Bank personnel are required to update a
CAMELS1 rating for any state member bank

whenever a state examination report, an in-
house review, financial reports, special monitor-
ing reports, or other information indicates that a
revision is warranted.

UBPR Analysis

The UBPR can be used to prepare preliminary
evaluations of capital, asset quality, earnings,
and liquidity before the examiner arrives at the
bank to conduct an examination. If the initial
evaluation of these areas is satisfactory, the
examiner can allocate resources to other areas
needing greater on-site review time, such as
management, supervisory-report accuracy, or
legal compliance. The UBPR analysis may also
help the examiner identify areas requiring spe-
cial attention during the examination by reveal-
ing declining financial trends or indicating bank
financial positions that could lead to problems.

Review of Surveillance Screens

The examiner should review the Board’s screen-
ing results before arriving at the bank to deter-
mine whether the bank has been identified as an
exception. If so, analyses conducted by Reserve
Bank analysts should be reviewed, along with
information available from Board staff. In some
cases, consultation with surveillance or other
supervision staff may be appropriate. The goal
of all these activities is to help the examiner
identify areas to focus on during the examination.

SURVEILLANCE OF STATE
MEMBER BANKS

The program consists of three phases: (1) gen-
erating and reviewing an exception list of orga-
nizations meeting exception criteria identified
by computer models (such banks are referred to
as having ‘‘failed the screen’’), (2) preparing an
analysis of institutions on the exception list that
discusses the factors responsible for the bank
appearing on the exception list, and (3) devel-
oping a suitable supervisory response, including
possible corrective action that addresses prob-
lems first identified through the surveillance
process.

1. CAMELS is an acronym that describes the system used
to rate the condition of banks. It stands for Capital adequacy,
Asset quality, Management/administration, Earnings,
Liquidity/funds management, and Sensitivity to market risks.
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Exception List

Bank surveillance is conducted quarterly for all
banks for the reporting periods ending on the
last days of March, June, September, and
December. Board staff initiates the surveillance
process by subjecting all banks, regardless of
charter or CAMELS rating, to the screen. State
member banks that fail the screen and that had a
composite rating of 1, 2, or 3 at their last
examination are placed on the exception list.
Banks rated 4 and 5 do not appear on the list
because they have already been identified as
problem institutions subject to increased exami-
nation frequency, monitoring, and supervision.
The Board sends an exception list to the Reserve
Banks, which submit written analyses of the
banks on the list to the Board. The exception list
is available both on-line and in hard copy.

The exception list is based on two economet-
ric models that are run at the Board and that
together constitute the System to Estimate
Examination Ratings (SEER),2 and on an invest-
ment activities screen.

SEER—The Rating Model

Call report information based on the most recent
two quarters is used to estimate an econometric
model that, in turn, is used to estimate a
CAMELS rating for the bank. This estimated
CAMELS rating, called the SEER rating, helps
identify banks whose financial conditions have
changed between on-site examinations.

SEER—The Risk-Rank Model

Historic information on bank failures is used to
estimate an econometric model, which then
estimates a measure of risk for the bank. The
econometric model determines the financial fac-
tors typical of banks that have failed in the past.
The model then uses the most recent eight
quarters of call report information to determine
if any of the reporting banks exhibit the same
characteristics as banks that have failed during
these same eight quarters. This determination is

expressed as a percentage representing, in gen-
eral terms, the probability that the bank would
fail if the economic conditions of the previous
eight quarters were to occur again.

For banks to appear on the exception list as a
SEER exception, they must meet the criteria in
table 1:

Investment Activities Screen

The investment activities screen identifies state
member banks with significant unrealized secu-
rities losses relative to tier 1 capital. For banks
to appear on the investment activities exception
list, they must have a CAMELS rating of 1, 2, or
3 with a ratio of total unrealized securities
depreciation to tier 1 capital of−20 percent or
worse and a tier 1 leverage ratio, adjusted
for total securities depreciation, of less than
5 percent.

Review of Bank Exception List and
Reserve Bank Analysis

The exception list provides a record of banks
that failed the screens and helps track Reserve
Bank conclusions on the reasons a bank failed
the screens. Each Reserve Bank prepares a
report of each bank on the exception list. In their
review, Reserve Banks are specifically requested
to perform the following bank surveillance
procedures.

• Review each state member bank in their
district identified on the exception list to
determine if its financial condition has
worsened significantly since the bank’s last
examination.

2. The SEER methodology is described in detail in ‘‘FIMS:
A New Monitoring System for Banking Institutions,’’Federal
Reserve Bulletin, January 1995. The acronym FIMS was
substituted in the article for the acronym SEER; both acro-
nyms describe the same system.

Table 1. State Member Bank
Exception-List Criteria

Most Recent
On-Site

CAMELS
Rating

Rounded
SEER
Rating

or
SEER

Risk Rank

1 3 or worse 2% or higher

2 3 or worse 2% or higher

3 4 or worse 3% or higher

1020.1 Federal Reserve System Surveillance Program
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• Prepare a written analysis for all banks on the
exception list. This Reserve Bank analysis is
to include the following sections:
— Heading, including the bank’s name,

location, total assets, and CAMELS rat-
ing; comparable parent holding company
information (when applicable); the SEER
rating and risk rank; the ratio of total
securities depreciation to tier 1 capital
(when applicable); the leverage ratio
adjusted for total securities depreciation
(when applicable); any surveillance rating
assigned within the Reserve Bank; and the
Reserve Bank analyst’s name.

— Background, including a summary of prior
reports prepared as a result of the surveil-
lance process (surveillance results) and
for investment activities exceptions, a brief
summary of the investment objectives,
and management oversight of the invest-
ment process.

— Analysis, detailing the current period’s
surveillance results and highlighting key
changes in financial results during the
most recent quarter and/or since the most
recent examination. In particular, this
analysis should explicitly discuss whether
the financial factors identified as being
responsible for the bank’s appearance on
the exception list present any cause for
supervisory concern. Any areas for which
the current period’s surveillance results
are believed to be misleading or inaccu-
rate should be detailed in this section.
For investment activities exceptions, the
analysis should include a summary of the
bank’s investment strategy and portfolio,
the ability and intent of the bank to hold
securities with unrealized losses, the sus-
ceptibility of the portfolio to further depre-
ciation, hedging strategies (if any), liquid-
ity and capital positions, funding sources,
management’s ability to understand and
manage the risks inherent in the invest-
ment portfolio, and the overall impact of
the securities depreciation on the financial
condition of the bank.

— Conclusion, summarizing primary rea-
sons for deterioration in the bank’s
condition.

— Corrective action, detailing supervisory
follow-up actions resulting from the cur-
rent period’s surveillance results. If no
further actions are to be taken or recom-
mended, the reason for this decision and

the date and scope of the next scheduled
examination must be provided.

— Sign-off, documenting approval of the
officer in charge of state member bank
supervision and the officer in charge of
state member bank surveillance, and for
investment activities exceptions, the capi-
tal markets coordinator.

• Submit the written analyses within one month
after receipt of the exception list to the man-
ager of the Surveillance Section at the Board.

• Beginning with the March 31, 1996, surveil-
lance cycle, if a written analysis has already
been provided for an exception-list bank dur-
ing one of the previous two quarters and there
has not been a meaningful change in the
bank’s condition since this analysis, Reserve
Banks are not required to prepare an addi-
tional write-up. In these instances, Reserve
Banks should reference the prior analysis in
their quarterly letter to the Federal Reserve
Board’s Banking Supervision and Regulation
Surveillance Section and provide an update on
the status of a supervisory action or strategy
outlined in the earlier analysis. Furthermore,
if there is an open or completed examination
with the same ‘‘as-of date’’ as the current
surveillance cycle for an exception-list bank, a
written analysis is not required if the scope of
the examination includes an analysis of the
factors causing the bank to be placed on the
exception list. These factors include a rating
screen (SEER rating and risk rank) and an
investment activities screen (depreciation/
tier 1 capital and adjusted tier 1 leverage).

In addition, for state member banks meeting
the criteria specified in table 2, or when the
Reserve Bank determines that an on-site pres-
ence is necessary to complete the investment
activities analysis, there is a presumption that
the Reserve Bank will conduct an on-site exami-
nation of these institutions within 45 days after
the written analyses are due. This requirement
may be satisfied through a targeted (rather than
full-scope) visitation/examination that focuses
on the factors identified in the surveillance
results.

Table 2 uses either (1) a combination of the
rounded SEER rating and the SEER risk rank or
(2) the rounded SEER rating alone to determine
whether a bank is presumed to require an on-site
examination within 45 days. For example, any
bank that was rated 1 at its most recent exami-
nation and has a rounded SEER rating of 3 or
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worse, regardless of its SEER risk rank, quali-
fies for an on-site examination. To qualify for an
on-site examination, a 2-rated bank must have
either (1) a rounded SEER rating of 3 or worse
and a SEER risk rank of 10 percent or higher or
(2) a rounded SEER rating of 4 or worse,
regardless of the SEER risk rank.

For SEER exceptions, if the Reserve Bank
has reason to believe that an on-site examination
of a particular bank is not warranted within

45 days after the written analyses are due, the
officer in charge of state member bank supervi-
sion must send a written request for a waiver
from this requirement to the assistant director of
the Surveillance Section at the Board. Waiver
requests are due at the Board within one month
after the SEER results are received and must
fully demonstrate that either (1) the findings of
the SEER models are not indicative of the
bank’s financial condition or (2) the bank’s most
recent examination thoroughly reviewed the fac-
tors responsible for the deteriorating surveil-
lance results and demonstrated that they are not
a cause for supervisory concern or have been
adequately addressed by existing or proposed
corrective actions.

Corrective Action and Follow-Up

Corrective action associated with newly identi-
fied problems should be initiated by the Reserve
Bank as soon as possible. Follow-up action may
include correspondence or meetings with the
bank’s management, or an on-site examination.
Problem situations are closely monitored by
surveillance and supervision staff at the Board
and the Reserve Banks until they have been
resolved.

Table 2. Criteria for On-Site Examination
within the Next 45 Days

Most
Recent
On-Site

CAMELS
Rating

Rounded
SEER
Rating

and
SEER
Risk
Rank

or
Rounded

SEER
Rating

1 — — 3 or
worse

2 3 or
worse

10% or
higher

4 or
worse

3 4 or
worse

10% or
higher

5 or
worse

1020.1 Federal Reserve System Surveillance Program

May 1997 Commercial Bank Examination Manual
Page 4



Reserve Bank Surveillance Program
Examination Objectives
Effective date November 1995 Section 1020.2

1. To identify major changes in the financial
condition of the bank between examinations.

2. To assist in determining the scope of the
examination and the priority of work to be
performed.

3. To check the validity of the data being
reported by the bank.

4. To investigate areas where an in-depth review
is indicated.

5. To explore other areas where information is
not available through normally reported data.
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Reserve Bank Surveillance Program
Examination Procedures
Effective date March 1984 Section 1020.3

1. Obtain any surveillance screening exception
reports, or other Reserve Bank or Board
prepared analysis reports, that have been
generated for the bank.

2. Review the reports obtained in step 1
and discuss with surveillance staff, if neces-
sary, for clarification or for further back-
ground information.

3. If a pre-examination analysis has not been
prepared, create one from information con-
tained in the bank performance report, cur-
rent call report, and previous examination
report. This analysis should be considered

when determining the scope of the examina-
tion, and when making staffing decisions.

4. Follow up on unusual aspects revealed in the
surveillance screening reports, analysis
reports, or on newly obtained data signifi-
cantly different from prior information.

5. Perform validity checks necessary to ensure
the quality of reported data. This would
include such normal examination procedures
as validating call report information and
confirming the accuracy and soundness of
past-due and accrual accounting practices.
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Workpapers
Effective date March 1984 Section 1030.1

INTRODUCTION

Workpapers are the written documentation of
the procedures followed and the conclusions
reached during the examination of a bank.
Accordingly, they include, but are not necessar-
ily limited to, examination procedures and
verifications, memoranda, schedules, question-
naires, checklists, abstracts of bank documents
and analyses prepared or obtained by examiners.
The definition of workpapers, their purpose,

and their quality and organization are important
because the workpapers as a whole should
support the information and conclusions con-
tained in the related report of examination. The
primary purposes of workpapers are to—

• organize the material assembled during an
examination to facilitate review and future
reference.

• aid the examiner in efficiently conducting the
examination.

• document the policies, practices, procedures
and internal controls of the bank.

• provide written support of the examination
and audit procedures performed during the
examination.

• document the results of testing and formalize
the examiner’s conclusions.

• substantiate the assertions of fact or opinion
contained in the report of examination.

They also are useful as—

• a tool for the examiner-in-charge to use in
planning, directing, and coordinating the work
of the assistants.

• a means of evaluating the quality of the work
performed.

• a guide in estimating future personnel and
time requirements.

• a record of the procedures used by the bank to
assemble data for reports to the Board of
Governors of the Federal Reserve System.

• a guide to assist in the direction of subsequent
examinations, inquiries and studies.

The initial step in preparing workpapers is to
review, where available, the applicable sections
of supporting data prepared during the prior
examination. When reviewing prior workpapers,
the examiner should consider the data prepared
in each area for—

• information that is of a continuing or perma-
nent nature.

• guidance in preparation of workpapers for the
current examination.

• an indication of changes or inconsistencies in
accounting procedures or methods of their
application since the last examination.

Accumulation of relevant documentation con-
sistent with prior examinations, however, is
often insufficient. Workpapers should be pre-
pared in a manner designed to facilitate an
objective review, should be organized to support
an examiner’s current findings and should doc-
ument the scope of the current examination.
Minimum content necessary for each section of
workpapers includes:

Source of Information—This is important, not
only in identifying the bank, but also in identi-
fying the preparer. In subsequent examinations,
the preparer should be able to readily determine
the bank personnel from whom the information
was obtained during the previous examination
as well as the examiner who prepared the
workpapers. Accordingly, eachworkpaper should
include—

• bank name and subdivision thereof, either
functional or financial.

• statement of title or purpose of the specific
analysis or schedule.

• specific identification of dates, examination
date and work performance date.

• initials of preparer and initials indicating
review by the examiner designated to perform
that function. Although appropriate use may
be made of initials, the full names and initials
of all examiners should appear on a time and
planning summary or on an attachment to the
file to facilitate future identification.

• name and title of person, or description of
records, that provided the information needed
to complete the workpaper.

• an index number identifying the workpaper
and facilitating organization of the workpaper
files.

Scope of Work—This includes an indication of
the nature, timing and extent of testing in
application of examination and audit proce-
dures. It also includes the examiner’s evaluation
of and reliance on internal and external audit
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procedures and compliance testing of internal
controls. To the extent that this information is
contained in other workpapers, such as an
examination procedure or a questionnaire, a
reference to the appropriate workpaper will be
sufficient.

Conclusions—The examiner should develop con-
clusions, in accordance with the examination
objectives, with respect to the information
obtained, documentation provided and the
results of the examination and audit procedures
performed. Such conclusions provide the ba-
sis for information contained in the report of
examination.

To develop workpapers that have the qualities
of clarity, completeness and conciseness, ade-
quate planning and organization of content are
essential. Therefore, before the workpaper is
prepared, the examiner should determine the
following:

• What examination objective will be satisfied
by preparing the analysis or workpaper?

• Can preparation of the analysis be avoided
by testing the bank’s records and indicating
the nature and extent of testing in an exami-
nation or an audit procedure or by comment
on a related schedule or another supporting
document?

• Is the analysis necessary to support the infor-
mation in the report of examination?

Subsequent to the determination that an anal-
ysis is required, but before initiating prepara-
tion, the examiner should decide if—

• previous examination analyses can be
adapted and carried forward to the current
examination.

• the analysis can be prepared by an internal
auditor or other bank personnel.

• the format of the analysis may be designed
in a manner to facilitate its use in future
examinations.

Once it has been determined that preparation
of an analysis is required, the examiner should
consider the following techniques that promote
clarity of workpaper preparation:

• Restrict writing to only one side of the paper.
• Use a standard size sheet of paper large
enough to avoid overcrowding.

• Condense information for simplicity.

Frequently, time can be saved by carrying
forward workpapers from one examination to
the next. Thus, when laying out an analysis that
might be repeated in future examinations, the
examiner should arrange it in a manner to
facilitate future use. For example, extra columns
may be left blank within an account analysis
displaying little activity for insertion of transac-
tion information during future examinations. In
such a situation, appropriate space (boxes and
column headings) should be provided for the
signature or initials of the preparer and reviewer
during each examination. When a workpaper is
removed from one examination file and carried
forward, a notation should be made in the file
from which the paper is extracted. This is
important in the event workpapers applicable to
a particular examination are needed several
years after the completion of the examination.

INITIAL PREPARATION BY
OTHERS

Although all items included in the report of
examination should be supported by workpa-
pers, their preparation may not always require
original work by the examiner. Frequently, ar-
rangements can be made for bank personnel,
including internal auditors, to prepare workpa-
pers for examination use or to make available
papers prepared by them as part of their regular
duties. Examples include outstanding checklists,
lists of outstanding certificates of deposit, sched-
ules of employee borrowings, and debt maturity
schedules. The extent to which examiners can
utilize analyses and data prepared by bank
personnel increases the efficiency with which
examination procedures are completed.
As part of the initial examination planning

process, arrangements should be made with
appropriate bank management for the timely
completion of bank-prepared data and informa-
tion. The coordinating bank officer(s) must un-
derstand what information is being requested
and why it is being requested, in order to avoid
confusion and unnecessary regulatory burden.
Arrangements, however, may have to be made
for the bank to supply supporting details or other
schedules or items to comply with the requests.
Upon receipt of bank-prepared analyses, an

examiner should review the documents for over-
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all completeness and note the date of receipt.
This facilitates future planning and provides a
ready reference as to which analyses have been
received from the bank at any given point during
the examination. Also, all bank-prepared work-
papers should be tested and the nature and
extent of testing performed by the examiner
should be indicated on the papers.

INITIAL APPROACH IN
WORKPAPER PREPARATION

The initial approach in preparing workpapers
that support balances in the statement of condi-
tion is quantitative. In using this approach, the
examiner obtains an analysis of the composition
of the account balance as of the examination
date. This inventory of the composition may be
represented by a trial balance of loans, a listing
of outstanding official checks, a listing of indi-
vidual deposit accounts, or other similar items.
Only after determining the composition and
insuring that the total agrees with the bank’s
records is the examiner in a position to perform
examination procedures and to arrive at a con-
clusion about the overall quality of the items
comprising the balance.
For certain analyses, however, it is preferable

to include account activity (transactions) in the
workpapers. Typical examples of such analyses
are those of bank premises and equipment and
of reserve for possible loan losses. The format
for reserve for possible loan losses should include
beginning balances (prior examination ending
balances), provisions for loan losses, collec-
tions, charge-offs, other transactions (transfers
to/from undivided profits) and ending balances
as of the examination date.

CONTROL AND REVIEW

All examiners assigned to an examination should
insure that workpapers are controlled at all times
while the examination is in progress. For exam-
ple, when in the bank’s offices, the workpapers
should be secured at night and safeguarded
during the lunch hour or at other times when no
examining personnel are present in the immedi-
ate vicinity. It is essential to completely control
confidential information provided by the bank.
In addition, information relating to the extent of
tests and similar details of examination proce-

dures should not be made available to bank
employees.
In cases where customary examination prac-

tices are not practical, alternative procedures
and the extent to which they are applied should
be documented. The need for completeness
requires that there be no open items, unfinished
operations or unanswered questions in the work-
papers at the conclusion of the examination.
The clarity of workpapers should be such that

an examiner or Federal Reserve official unfamil-
iar with the work could readily understand it.
Handwritten commentaries should be legible,
concise and should support the examiner’s con-
clusions. Descriptions of work done, notations
of conferences with bankers, conclusions reached
and explanations of symbols used should be free
from ambiguity or obscurity. Excessive use of
symbols usually can be avoided by expanding a
comment to include the nature and extent of
work performed instead of using separate sym-
bols for each portion of the work performed. In
addition, instructions to assisting personnel con-
cerning standards or workpaper content are
necessary to ensure that they will meet the
quality standards of the Federal Reserve. When
workpapers have the necessary qualities of com-
pleteness, clarity, conciseness and neatness, a
qualified reviewer may easily determine their
relative value in support of conclusions and
objectives reached. Incomplete, unclear or vague
workpapers should, and usually will, lead a
reviewer to the conclusion that the examination
has not been adequately performed.

REVIEW PROCEDURES

Experienced personnel must review all workpa-
pers prepared during an examination. Usually
that review is performed by the examiner-in-
charge, although in some cases, the examiner-
in-charge may designate other experienced per-
sonnel to perform an initial review. An overall
review is then performed by the examiner-in-
charge. The two primary purposes of a review of
workpapers by senior personnel are to determine
that the work is adequate given the circum-
stances, and to ensure that the record is suffi-
cient to support the conclusions reached in the
report of examination. The timely review of
workpapers and subsequent discussion of them
with the individual who prepared them also is
one of the more effective procedures for on-the-
job training.
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Normally, the review should be performed as
soon as practicable after the completion of each
work area. This review ideally occurs at the
bank’s office so that if the need for obtaining
additional information arises or additional work
is required the matter can be promptly attended
to with minimum loss of efficiency.
When the review of workpapers is completed,

the reviewer should sign or initial the applicable
documents. Although all workpapers should be
reviewed, the depth and degree of detail depends
on factors such as:

• The nature of the work and its relative
importance to the overall examination
objectives.

• The extent to which the reviewer has been
associated with the area during the
examination.

• The experience of the examiners who have
carried out the various operations.

Professional judgment must be exercised
throughout the review process.

ORGANIZATION OF WORKPAPER
FILES

Administration of an examination includes—

• organizing the workpaper files.
• delegating authority for completion of all
applicable workpaper sections.

• reviewing and assembling the completed
workpapers.

To ensure efficiency in locating information
contained in the workpapers and completion of
all necessary procedures, workpapers should be
filed and indexed in a standard manner.

FILES

The file provides the organizational vehicle to
assemble workpapers applicable to specific areas
of the examination. Files might include detailed
workpapers related to—

• management appraisal.
• overall conclusions about the condition of the
bank.

• cash accounts.
• investments.

• loans.
• reserve for possible loan losses.
• bank premises and equipment.
• other assets.
• deposits.
• other liabilities.
• capital accounts and dividends.

Each individual file would normally include—

• related examination and audit procedures.
• detailed information and other documentation
necessary to indicate the specific procedures
performed, the extent of such procedures and
the examiner’s conclusions for the specific
area.

• a summary, in comparative form, of the sup-
porting general ledger balances with appropri-
ate cross-references.

Judgment is required as to what the file
should include on any specific examination.
Lengthy documents should be summarized or
highlighted (underlined) so that the examiner
who is performing the work in the related area
can readily locate the important provisions,
without having to read the entire document. It
also may be desirable to have a complete copy
of the document in the file to support the
summaries or answer questions of a specific
legal nature.
Examples of documents that might be con-

tained in the files are—

• a brief history and organization of the bank.
• organization charts of applicable departments
within the bank.

• copies of, or excerpts from, the charter and
bylaws.

• copies of capital stock certificates, debentures
agreements and lease agreements.

• excerpts from minutes or contracts that are of
interest beyond the current year.

• a chart of accounts and an accounting manual,
if available, supplemented by descriptions of
unique accounts and unusual accounting
methods.

• lists of names and titles of the board of
directors, important committees and relevant
departmental personnel.

Indexing and Cross-Referencing

To promote efficiency and help ensure that all
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applicable areas of an examination have been
considered and documented, the use of an in-
dexing system aids in the organization of work-
paper files. A general outline or index including
all examination areas provides a basis for orga-
nization to which a numbering or other sequen-
tial system can be assigned and applied to each
workpaper file.
When all workpapers pertinent to a specific

area of the examination have been completed, a
cover sheet listing the contents of each file
should be attached to the front to provide a
permanent record for reference. This permits not
only efficient location of a set of workpapers
pertinent to a specific area of the examination
(for example, cash or commercial loans), but
also facilitates the location of a specific analysis
(or other document) within the set.
Amounts or other pertinent information

appearing in more than one place in the work-
papers should be cross-referenced between the
analyses. A notation on the index, including
appropriate cross-referencing of those items
removed or filed elsewhere, facilitates location
of specific data and records and also helps to
prevent inadvertent loss of documents. An
example is the cross-referencing of net charge-
offs obtained in the review of the reserve for
possible loan losses to the amount approved in
the board of director’s minutes. Proper cross-
referencing is important because it—

• serves as a means of locating work performed
for a particular account or group of accounts.

• identifies the source of supporting amounts in
a particular analysis.

• facilitates the review of the workpapers.
• helps in following the workpapers during the
succeeding examination.

WORKPAPER RETENTION

Examiners should retain on a readily available
basis those workpapers from—

• the most recent full-scope Federal Reserve
examination.

• the most recent general EDP examination.
• examinations of banks requiring or recom-
mended for more than normal or special
supervisory attention (composite rating of 3, 4
or 5; consumer compliance rating of 3, 4 or 5;
EDP departments rated 4 or 5; or those subject
to administrative action such as civil money
penalties) until such banks are no longer the
subject of such scrutiny.

• examinations disclosing conditions that may
lead eventually to more than normal or special
supervisory attention, as described above,
until the supporting workpapers are no longer
appropriate.

• examinations disclosing conditions that lead,
or may eventually lead, to a criminal referral
or criminal investigation.

These guidelines are the minimum required
retention period for workpapers; longer reten-
tion periods may be set by individual Reserve
Banks.
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